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In addition to the wealth of updated content, this new edition includes a series of free hands-on
exercises to help you master several real-world configuration activities. These exercises can be
performed on the CCNA 200-301 Network Simulator Lite, Volume 2 software included for
free on the companion website that accompanies this book. This software, which simulates the
experience of working on actual Cisco routers and switches, contains the following 13 free lab
exercises, covering ACL topics in Part I:

ACLI

ACLII
ACLIII
ACLIV
ACLV

ACL VI

ACL Analysis I
Named ACL I
Named ACL II

. Named ACL III

. Standard ACL Configuration Scenario

. Extended ACL I Configuration Scenario
13.

Extended ACL II Configuration Scenario

If you are interested in exploring more hands-on labs and practice configuration and trouble-
shooting with more router and switch commands, go to www.pearsonitcertification.com/
networksimulator for demos and to review the latest products for sale.

CCNA 200-301 Network Simulator Lite, Volume 2 system requirements:

Windows system requirements (minimum):
= Windows 10 (32/64-bit), Windows 8.1 (32/64-bit),

Mac system requirements (minimum):
» macOS 10.15, 10.14, 10.13, 10.12, or 10.11

or Windows 7 (32/64-bit)

= 1 gigahertz (GHz) or faster 32-bit (x86) or
64-bit (x64) processor

- 1 GB RAM (32-bit) or 2 GB RAM (64-bit)

= 16 GB available hard disk space (32-bit) or
20 GB (64-bit)

= DirectX 9 graphics device with WDDM 1.0 or
higher driver

= Adobe Acrobat Reader version 8 and above

= Intel core Duo 1.83 GHz

= 512 MB RAM (1 GB recommended)

= 1.5 GB hard disk space

= 32-bit color depth at 1024 x 768 resolution

= Adobe Acrobat Reader version 8 and above
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the IOS Command Reference. The Command Reference
describes these conventions as follows:

e

e

IP Phone

—

Bridge

900000

Wireless

£7
=i,u
=

Firewall

m Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax),
boldface indicates commands that are manually input by the user (such as a show

command).

m [ralic indicates arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.

m Square brackets ([ ]) indicate an optional element.

m Braces ({ }) indicate a required choice.

m Braces within brackets ([{ }]) indicate a required choice within an optional ele-

ment.
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Introduction

About Cisco Certifications and CCNA

Congratulations! If you're reading far enough to look at this book’s Introduction, you’ve
probably already decided to go for your Cisco certification, and the CCNA certification
is the one place to begin that journey. If you want to succeed as a technical person in the
networking industry at all, you need to know Cisco. Cisco has a ridiculously high market
share in the router and switch marketplace, with more than 80 percent market share in
some markets. In many geographies and markets around the world, networking equals
Cisco. If you want to be taken seriously as a network engineer, Cisco certification makes
perfect sense.

NOTE This book discusses part of the content Cisco includes in the CCNA 200-301
exam, with the CCNA 200-301 Official Cert Guide, Volume 1, covering the rest. You
will need both the Volume 1 and Volume 2 books to have all the content necessary for
the exam.

The first few pages of this Introduction explain the core features of the Cisco Career
Certification program, of which the Cisco Certified Network Associate (CCNA) serves
as the foundation for all the other certifications in the program. This section begins with
a comparison of the old to the new certifications due to some huge program changes in
2019. It then gives the key features of CCNA, how to get it, and what’s on the exam.

The Big Changes to Cisco Certifications in 2019

Cisco announced sweeping changes to its career certification program around mid-year
2019. Because so many of you will have read and heard about the old versions of the
CCNA certification, this Introduction begins with a few comparisons between the old
and new CCNA as well as some of the other Cisco career certifications.

First, consider the Cisco career certifications before 2019, as shown in Figure I-1. At
that time, Cisco offered 10 separate CCNA certifications in different technology tracks.
Cisco also had eight Professional-level (CCNP, or Cisco Certified Network Professional)
certifications.
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Figure I1-1  Old Cisco Certification Silo Concepts

Why so many? Cisco began with one track—Routing and Switching—back in 1998.
Over time, Cisco identified more and more technology areas that had grown to have
enough content to justify another set of CCNA and CCNP certifications on those topics,
so Cisco added more tracks. Many of those also grew to support expert-level topics with
CCIE (Cisco Certified Internetwork Expert).

In 2019, Cisco consolidated the tracks and moved the topics around quite a bit, as
shown in Figure I-2.

Collaboration]|Data Center

A

CCNA

Figure I1-2 New Cisco Certification Tracks and Structure

All the tracks now begin with the content in the one remaining CCNA certification. For
CCNP, you now have a choice of five technology areas for your next steps, as shown in
Figure I-2. (Note that Cisco replaced “Routing and Switching” with “Enterprise.”)
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Cisco made the following changes with the 2019 announcements:
CCENT: Retired the only entry-level certification (CCENT, or Cisco Certified Entry
Network Technician), with no replacement.

CCNA: Retired all the CCNA certifications except what was then known as “CCNA
Routing and Switching,” which became simply “CCNA.”

CCNP: Consolidated the professional-level (CCNP) certifications to five tracks, includ-
ing merging CCNP Routing and Switching and CCNP Wireless into CCNP Enterprise.

CCIE: Achieved better alignment with CCNP tracks through the consolidations.

Cisco needed to move many of the individual exam topics from one exam to another
because of the number of changes. For instance, Cisco announced the retirement of all
the associate certifications—nine CCNA certifications plus the CCDA (Design Associate)
certification—but those technologies didn’t disappear! Cisco just moved the topics around
to different exams in different certifications. (Note that Cisco later announced that CCNA
Cyber Ops would remain, and not be retired, with details to be announced.)

Consider wireless LANs as an example. The 2019 announcements retired both CCNA
Wireless and CCNP Wireless as certifications. Some of the old CCNA Wireless topics
landed in the new CCNA, whereas others landed in the two CCNP Enterprise exams
about wireless LANS.

For those of you who want to learn more about the transition, check out my blog
(https://blog.certskills.com) and look for posts in the News category from around June
2019. Now on to the details about CCNA as it exists starting in 2019!

How to Get Your CCNA Certification

As you saw in Figure 1-2, all career certification paths now begin with CCNA. So how do
you get it? Today, you have one and only one option to achieve CCNA certification:

Take and pass one exam: the Cisco 200-301 CCNA exam.

To take the 200-301 exam, or any Cisco exam, you will use the services of Pearson VUE
(vue.com). The process works something like this:

1. Establish a login at https://home.pearsonvue.com/ (or use your existing login).

2. Register for, schedule a time and place, and pay for the Cisco 200-301 exam, all
from the VUE website.

3. Take the exam at the VUE testing center.
4. You will receive a notice of your score, and whether you passed, before you leave

the testing center.

Types of Questions on the CCNA 200-301 Exam

The Cisco CCNA and CCNP exams all follow the same general format, with these types
of questions:

m Multiple-choice, single-answer

m Multiple-choice, multiple-answer
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m Testlet (one scenario with multiple multiple-choice questions)
m Drag-and-drop
m Simulated lab (sim)

m Simlet

Although the first four types of questions in the list should be somewhat familiar to you
from other tests in school, the last two are more common to IT tests and Cisco exams

in particular. Both use a network simulator to ask questions so that you control and use
simulated Cisco devices. In particular:

Sim questions: You see a network topology and lab scenario, and can access the devic-
es. Your job is to fix a problem with the configuration.

Simlet questions: This style combines sim and testlet question formats. As with a sim
question, you see a network topology and lab scenario, and can access the devices.
However, as with a testlet, you also see multiple multiple-choice questions. Instead of
changing or fixing the configuration, you answer questions about the current state of
the network.

These two question styles with the simulator give Cisco the ability to test your configu-
ration skills with sim questions, and your verification and troubleshooting skills with
simlet questions.

Before taking the test, learn the exam user interface by watching some videos Cisco pro-
vides about the interface. To find the videos, just go to www.cisco.com and search for
“Cisco Certification Exam Tutorial Videos.”

CCNA 200-301 Exam Content, Per Cisco

Ever since I was in grade school, whenever a teacher announced that we were having a
test soon, someone would always ask, “What’s on the test?” We all want to know, and
we all want to study what matters and avoid studying what doesn’t matter.

Cisco tells the world the topics on each of its exams. Cisco wants the public to know the
variety of topics and get an idea about the kinds of knowledge and skills required for
each topic for every Cisco certification exam. To find the details, go to www.cisco.com/
go/certifications, look for the CCNA page, and navigate until you see the exam topics.

This book also lists those same exam topics in several places. From one perspective,
every chapter sets about to explain a small set of exam topics, so each chapter begins
with the list of exam topics covered in that chapter. However, you might want to also
see the exam topics in one place, so Appendix G, “Exam Topics Cross-Reference,” lists
all the exam topics. You may want to download Appendix G in PDF form and keep it
handy. The appendix lists the exam topics with two different cross-references:

m A list of exam topics and the chapter(s) that covers each topic

m A list of chapters and the exam topics covered in each chapter
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Exam Topic Verbs and Depth

Reading and understanding the exam topics, especially deciding the depth of skills
required for each exam topic, require some thought. Each exam topic mentions the
name of some technology, but it also lists a verb that implies the depth to which you
must master the topic. The primary exam topics each list one or more verbs that describe
the skill level required. For example, consider the following exam topic:

Configure and verify I[Pv4 addressing and subnetting

Note that this one exam topic has two verbs (configure and verify). Per this exam topic,
you should be able to not only configure IPv4 addresses and subnets, but you also
should understand them well enough to verify that the configuration works. In contrast,
the following exam topic asks you to describe a technology but does not ask you to
configure it:

Describe the purpose of first hop redundancy protocol

The describe verb tells you to be ready to describe whatever a “first hop redundancy
protocol” is. That exam topic also implies that you do not then need to be ready to con-
figure or verify any first hop redundancy protocols (HSRP, VRRP, and GLBP).

Finally, note that the configure and verify exam topics imply that you should be able
to describe and explain and otherwise master the concepts so that you understand what
you have configured. The earlier “Configure and verify IPv4 addressing and subnetting”
does not mean that you should know how to type commands but have no clue as to
what you configured. You must first master the conceptual exam topic verbs. The pro-
gression runs something like this:

Describe, Identify, Explain, Compare/Contrast, Configure, Verify, Troubleshoot

For instance, an exam topic that lists “compare and contrast” means that you should be
able to describe, identify, and explain the technology. Also, an exam topic with “config-
ure and verify” tells you to also be ready to describe, explain, and compare/contrast.

The Context Surrounding the Exam Topics

Take a moment to navigate to www.cisco.com/go/certifications and find the list of exam
topics for the CCNA 200-301 exam. Did your eyes go straight to the list of exam top-
ics? Or did you take the time to read the paragraphs above the exam topics first?

That list of exam topics for the CCNA 200-301 exam includes a little over 50 primary

exam topics and about 50 more secondary exam topics. The primary topics have those
verbs as just discussed, which tell you something about the depth of skill required. The
secondary topics list only the names of more technologies to know.
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However, the top of the web page that lists the exam topics also lists some important
information that tells us some important facts about the exam topics. In particular, that
leading text, found at the beginning of Cisco exam topic pages of most every exam, tells
us these important points:

m The guidelines may change over time.
m The exam topics are general guidelines about what may be on the exam.

m The actual exam may include “other related topics.”

Interpreting these three facts in order, I would not expect to see a change to the pub-
lished list of exam topics for the exam. I've been writing the Cisco Press CCNA Cert
Guides since Cisco announced CCNA back in 1998, and I've never seen Cisco change
the official exam topics in the middle of an exam—not even to fix typos. But the intro-
ductory words say that they might change the exam topics, so it’s worth checking.

As for the second item in the preceding list, even before you know what the acronyms
mean, you can see that the exam topics give you a general but not detailed idea about
each topic. The exam topics do not attempt to clarify every nook and cranny or to list
every command and parameter; however, this book serves as a great tool in that it acts as
a much more detailed interpretation of the exam topics. We examine every exam topic,
and if we think a concept or command is possibly within an exam topic, we put it into
the book. So, the exam topics give us general guidance, and these books give us much
more detailed guidance.

The third item in the list uses literal wording that runs something like this: “However,
other related topics may also appear on any specific delivery of the exam.” That one
statement can be a bit jarring to test takers, but what does it really mean? Unpacking the
statement, it says that such questions may appear on any one exam but may not; in other
words, they don’t set about to ask every test taker some questions that include concepts
not mentioned in the exam topics. Second, the phrase “...other related topics...” empha-
sizes that any such questions would be related to some exam topic, rather than being far
afield—a fact that helps us in how we respond to this particular program policy.

For instance, the CCNA 200-301 exam includes configuring and verifying the OSPF
routing protocol, but it does not mention the EIGRP routing protocol. I personally
would be unsurprised to see an OSPF question that required a term or fact not specifi-
cally mentioned in the exam topics, but not one that’s some feature that (in my opinion)
ventures far away from the OSPF features in the exam topics. Also, I would not expect
to see a question about how to configure and verify EIGRP.

And just as one final side point, note that Cisco does on occasion ask a test taker some
unscored questions, and those may appear to be in this vein of questions from outside
topics. When you sit down to take the exam, the small print mentions that you may see
unscored questions and you won’t know which ones are unscored. (These questions give
Cisco a way to test possible new questions.) Yet some of these might be ones that fall
into the “other related topics” category but then not affect your score.
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You should prepare a little differently for any Cisco exam, in comparison to, say, an
exam back in school, in light of Cisco’s “other related questions” policy:

® Do not approach an exam topic with an “I'll learn the core concepts and ignore the
edges” approach.

m Instead, approach each exam topic with a “pick up all the points I can” approach by
mastering each exam topic, both in breadth and in depth.

m Go beyond each exam topic when practicing configuration and verification by taking
a little extra time to look for additional show commands and configuration options,
and make sure you understand as much of the show command output that you can.

By mastering the known topics, and looking for places to go a little deeper, you will
hopefully pick up the most points you can from questions about the exam topics. Then
the extra practice you do with commands may happen to help you learn beyond the
exam topics in a way that can help you pick up other points as well.

CCNA 200-301 Exam Content, Per This Book

When we created the Official Cert Guide content for the CCNA 200-301 exam, we
considered a few options for how to package the content, and we landed on releasing a
two-book set. Figure I-3 shows the setup of the content, with roughly 60 percent of the
content in Volume 1 and the rest in Volume 2.

Fundamentals
Ethernet LANs Seaui
IPv4 Routing y

) IP Services
IPv6 Routing .
Wireless LANs ATy

Architecture

Vol. 1 - 60% Vol. 2 - 40%

Figure I-3 Two Books for CCNA 200-301

The two books together cover all the exam topics in the CCNA 200-301 exam. Each
chapter in each book develops the concepts and commands related to an exam topic,
with clear and detailed explanations, frequent figures, and many examples that build
your understanding of how Cisco networks work.

As for choosing what content to put into the books, note that we begin and finish with
Cisco’s exam topics, but with an eye toward predicting as many of the “other related
topics” as we can. We start with the list of exam topics and apply a fair amount of expe-
rience, discussion, and other secret sauce to come up with an interpretation of what
specific concepts and commands are worthy of being in the books or not. At the end
of the writing process, the books should cover all the published exam topics, with addi-
tional depth and breadth that I choose based on the analysis of the exam. As we have
done from the very first edition of the CCNA Official Cert Guide, we intend to cover
each and every topic in depth. But as you would expect, we cannot predict every single
fact on the exam given the nature of the exam policies, but we do our best to cover all
known topics.
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Book Features

This book includes many study features beyond the core explanations and examples in
each chapter. This section acts as a reference to the various features in the book.

Chapter Features and How to Use Each Chapter

Each chapter of this book is a self-contained short course about one small topic area,
organized for reading and study, as follows:

“Do I Know This Already?” quizzes: Each chapter begins with a pre-chapter quiz.
Foundation Topics: This is the heading for the core content section of the chapter.

Chapter Review: This section includes a list of study tasks useful to help you remem-
ber concepts, connect ideas, and practice skills-based content in the chapter.

Figure I-4 shows how each chapter uses these three key elements. You start with the
DIKTA quiz. You can use the score to determine whether you already know a lot, or not
so much, and determine how to approach reading the Foundation Topics (that is, the
technology content in the chapter). When finished, use the Chapter Review tasks to start
working on mastering your memory of the facts and skills with configuration, verifica-
tion, and troubleshooting.

DIKTA Quiz Foundation Topics Chapter Review
High Score : : : _
Take Quiz  |=ttooe- » | (Skim) Foundatllon Topllcs _________ > 1) In Chaptgr, or... .
LowSere > (Read) Foundation Topics 2) Companion Website

Figure 1-4 Three Primary Tasks for a First Pass Through Each Chapter

In addition to these three main chapter features, each “Chapter Review” section uses a
variety of other book features, including the following:

m Review Key Topics: Inside the “Foundation Topics” section, the Key Topic icon
appears next to the most important items, for the purpose of later review and mas-
tery. While all content matters, some is, of course, more important to learn, or needs
more review to master, so these items are noted as key topics. The Chapter Review
lists the key topics in a table. Scan the chapter for these items to review them. Or
review the key topics interactively using the companion website.

m Complete Tables from Memory: Instead of just rereading an important table of
information, you will find some tables have been turned into memory tables, an
interactive exercise found on the companion website. Memory tables repeat the table
but with parts of the table removed. You can then fill in the table to exercise your
memory and click to check your work.

m Key Terms You Should Know: You do not need to be able to write a formal defini-
tion of all terms from scratch; however, you do need to understand each term well
enough to understand exam questions and answers. The Chapter Review lists the key
terminology from the chapter. Make sure you have a good understanding of each
term and use the Glossary to cross-check your own mental definitions. You can also
review key terms with the “Key Terms Flashcards” app on the companion website.



m Labs: Many exam topics use verbs such as configure and verify; all these refer
to skills you should practice at the user interface (CLI) of a router or switch. The
Chapter and Part Reviews refer you to these other tools. The upcoming section titled
“About Building Hands-On Skills” discusses your options.

m Command References: Some book chapters cover a large number of router and
switch commands. The Chapter Review includes reference tables for the commands
used in that chapter, along with an explanation. Use these tables for reference, but
also use them for study. Just cover one column of the table and see how much you
can remember and complete mentally.

m Review DIKTA Questions: Although you have already seen the DIKTA questions
from the chapters, re-answering those questions can prove a useful way to review
facts. The Part Review suggests that you repeat the DIKTA questions but using the
Pearson Test Prep (PTP) exam.

Part Features and How to Use the Part Review

The book organizes the chapters into parts for the purpose of helping you study for

the exam. Each part groups a small number of related chapters together. Then the study
process (described just before Chapter 1) suggests that you pause after each part to do a
review of all chapters in the part. Figure I-5 lists the titles of the eight parts and the chap-
ters in those parts (by chapter number) for this book.

©

Network Automation (16-19)

O

Network Architecture (13-15)

®

IP Services (9-12)

IP Access @ Security
Control Lists (1-3) Services (4-8)

Figure I-5 The Book Parts (by Title), and Chapter Numbers in Each Part

The Part Review that ends each part acts as a tool to help you with spaced review ses-
sions. Spaced reviews—that is, reviewing content several times over the course of your
study—help improve retention. The Part Review activities include many of the same
kinds of activities seen in the Chapter Review. Avoid skipping the Part Review, and take
the time to do the review; it will help you in the long run.

The Companion Website for Online Content Review

We created an electronic version of every Chapter and Part Review task that could be
improved though an interactive version of the tool. For instance, you can take a “Do I
Know This Already?” quiz by reading the pages of the book, but you can also use our
testing software. As another example, when you want to review the key topics from a
chapter, you can find all those in electronic form as well.

XXXV



xxxvi  CCNA 200-301 Official Cert Guide, Volume 2

All the electronic review elements, as well as other electronic components of the book,
exist on this book’s companion website. The companion website gives you a big advan-
tage: you can do most of your Chapter and Part Review work from anywhere using the
interactive tools on the site. The advantages include

m Easier to use: Instead of having to print out copies of the appendixes and do the
work on paper, you can use these new apps, which provide you with an easy-to-use,
interactive experience that you can easily run over and over.

m Convenient: When you have a spare 5-10 minutes, go to the book’s website and
review content from one of your recently finished chapters.

m Untethered from the book: You can access your review activities from anywhere—
no need to have the book with you.

m Good for tactile learners: Sometimes looking at a static page after reading a chapter
lets your mind wander. Tactile learners might do better by at least typing answers
into an app, or clicking inside an app to navigate, to help keep you focused on the
activity.

The interactive Chapter Review elements should improve your chances of passing as
well. Our in-depth reader surveys over the years show that those who do the Chapter
and Part Reviews learn more. Those who use the interactive versions of the review ele-
ments also tend to do more of the Chapter and Part Review work. So take advantage
of the tools and maybe you will be more successful as well. Table I-1 summarizes these
interactive applications and the traditional book features that cover the same content.

Table I-1  Book Features with Both Traditional and App Options

Feature Traditional App

Key Topic Table with list; flip pages to find Key Topics Table app

Config Checklist |Just one of many types of key topics Config Checklist app

Key Terms Listed in each “Chapter Review” section, Glossary Flash Cards app
with the Glossary in the back of the book

The companion website also includes links to download, navigate, or stream for these
types of content:

m Pearson Sim Lite Desktop App
m Pearson Test Prep (PTP) Desktop App
m Pearson Test Prep (PTP) Web App

m Videos as mentioned in book chapters
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How to Access the Companion Website

To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at www.ciscopress.com and register your book. To
do so, simply go to www.ciscopress.com/register and enter the ISBN of the print book:
9781587147135. After you have registered your book, go to your account page and
click the Registered Products tab. From there, click the Access Bonus Content link to
get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page.
Simply go to your account page, click the Registered Products tab, and select Access
Bonus Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP) App

You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app.

To use the Pearson Test Prep application, start by finding the registration code that
comes with the book. You can find the code in these ways:

m Print book: Look in the cardboard sleeve in the back of the book for a piece of paper
with your book’s unique PTP code.

® Premium Edition: If you purchase the Premium Edition eBook and Practice Test
directly from the Cisco Press website, the code will be populated on your account
page after purchase. Just log in at www.ciscopress.com, click account to see details of
your account, and click the digital purchases tab.

® Amazon Kindle: For those who purchase a Kindle edition from Amazon, the access
code will be supplied directly from Amazon.

m Other bookseller e-books: Note that if you purchase an e-book version from any
other source, the practice test is not included because other vendors to date have not
chosen to vend the required unique access code.

NOTE Do not lose the activation code because it is the only means with which you can
access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1.  Open this book’s companion website, as was shown earlier in this
Introduction under the heading “How to Access the Companion Website.”

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there both for installing the desktop app and for
using the web app.
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Note that if you want to use the web app only at this point, just navigate to
www.pearsontestprep.com, establish a free login if you do not already have one, and
register this book’s practice tests using the registration code you just found. The process
should take only a couple of minutes.

NOTE Amazon e-book (Kindle) customers: It is easy to miss Amazon’s email that lists
your PTP access code. Soon after you purchase the Kindle e-book, Amazon should send
an email. However, the email uses very generic text and makes no specific mention of PTP
or practice exams. To find your code, read every email from Amazon after you purchase
the book. Also, do the usual checks (such as checking your spam folder) for ensuring your
email arrives.

NOTE Other e-book customers: As of the time of publication, only the publisher and
Amazon supply PTP access codes when you purchase their e-book editions of this book.

Feature Reference

The following list provides an easy reference to get the basic idea behind each book
feature:

m Practice exam: The book gives you the rights to the Pearson Test Prep (PTP) testing
software, available as a web app and desktop app. Use the access code on a piece
of cardboard in the sleeve in the back of the book, and use the companion website to
download the desktop app or navigate to the web app (or just go to
WWWw.pearsontestprep.com).

m E-book: Pearson offers an e-book version of this book that includes extra practice
tests. If interested, look for the special offer on a coupon card inserted in the sleeve
in the back of the book. This offer enables you to purchase the CCNA 200-301
Official Cert Guide, Volume 2, Premium Edition eBook and Practice Test at a 70
percent discount off the list price. The product includes three versions of the e-book:
PDF (for reading on your computer), EPUB (for reading on your tablet, mobile
device, or Nook or other e-reader), and Mobi (the native Kindle version). It also
includes additional practice test questions and enhanced practice test features.

® Mentoring videos: The companion website also includes a number of videos about
other topics as mentioned in individual chapters.

m CCNA 200-301 Network Simulator Lite: This lite version of the best-selling CCNA
Network Simulator from Pearson provides you with a means, right now, to experi-
ence the Cisco command-line interface (CLI). No need to go buy real gear or buy a
full simulator to start learning the CLL Just install it from the companion website.

m CCNA Simulator: If you are looking for more hands-on practice, you might want to
consider purchasing the CCNA Network Simulator. You can purchase a copy of this
software from Pearson at http://pearsonitcertification.com/networksimulator or other
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retail outlets. To help you with your studies, Pearson has created a mapping guide
that maps each of the labs in the simulator to the specific sections in each volume of
the CCNA Cert Guide. You can get this mapping guide free on the Extras tab on the
book product page: www.ciscopress.com/title/9781587147135.

m PearsonlTCertification.com: The website www.pearsonitcertification.com is a great
resource for all things IT-certification related. Check out the great CCNA articles,
videos, blogs, and other certification preparation tools from the industry’s best
authors and trainers.

m Author’s website and blogs: The author maintains a website that hosts tools and links
useful when studying for CCNA. In particular, the site has a large number of free lab
exercises about CCNA content, additional sample questions, and other exercises.
Additionally, the site indexes all content so you can study based on the book chap-
ters and parts. To find it, navigate to https://blog.certskills.com.

Book Organization, Chapters, and Appendixes

The CCNA 200-301 Oftficial Cert Guide, Volume 1, contains 29 chapters, while this
book has 19 core chapters. Each chapter covers a subset of the topics on the CCNA
exam. The book organizes its chapters into parts of three to five chapters as follows:

m Part I: IP Access Control Lists

m Chapter 1, “Introduction to TCP/IP Transport and Applications,” completes most
of the detailed discussion of the upper two layers of the TCP/IP model (transport
and application), focusing on TCP and applications.

m Chapter 2, “Basic IPv4 Access Control Lists,” examines how standard IP ACLs
can filter packets based on the source IP address so that a router will not forward
the packet.

m Chapter 3, “Advanced IPv4 Access Control Lists,” examines both named and
numbered ACLs, and both standard and extended IP ACLs.

m Part II: Security Services

m Chapter 4, “Security Architectures,” discusses a wide range of fundamental con-
cepts in network security.

m Chapter 5, “Securing Network Devices,” shows how to use the router and switch
CLI and introduces the concepts behind firewalls and intrusion prevention systems
(IPSs).

m Chapter 6, “Implementing Switch Port Security,” explains the concepts as well as
how to configure and verify switch port security, a switch feature that does basic
MAC-based monitoring of the devices that send data into a switch.

m Chapter 7 “Implementing DHCP,” discusses how hosts can be configured with
their IPv4 settings and how they can learn those settings with DHCP.

m Chapter 8, “DHCP Snooping and ARP Inspection,” shows how to implement two
related switch security features, with one focusing on reacting to suspicious DHCP
messages and the other reacting to suspicious ARP messages.
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m Part III: IP Services

Chapter 9, “Device Management Protocols,” discusses the concepts and configu-
ration of some common network management tools: syslog, NTP, CDP, and LLDP.

Chapter 10, “Network Address Translation,” works through the complete concept,
configuration, verification, and troubleshooting sequence for the router NAT fea-
ture, including how it helps conserve public IPv4 addresses.

Chapter 11, “Quality of Service (QoS),” discusses a wide variety of concepts all
related to the broad topic of QoS.

Chapter 12, “Miscellaneous IP Services,” discusses several topics for which the
exam requires conceptual knowledge but no configuration knowledge, including
FHRPs (including HSRP), SNMP, TFTP, and FTP.

m Part IV: Network Architecture

Chapter 13, “LAN Architecture,” examines various ways to design Ethernet LANs,
discussing the pros and cons, and explains common design terminology, including
Power over Ethernet (PoE).

Chapter 14, “WAN Architecture,” discusses the concepts behind three WAN alter-
natives: Metro Ethernet, MPLS VPNs, and Internet VPNs.

Chapter 15, “Cloud Architecture,” explains the basic concepts and then generally

discusses the impact that cloud computing has on a typical enterprise network,
including the foundational concepts of server virtualization.

m Part V: Network Automation

Chapter 16, “Introduction to Controller-Based Networking,” discusses many
concepts and terms related to how Software-Defined Networking (SDN) and net-
work programmability are impacting typical enterprise networks.

Chapter 17 “Cisco Software-Defined Access (SDA),” discusses Cisco’s Software-
Defined Networking (SDN) offering for the enterprise, including the DNA Center
controller.

Chapter 18, “Understanding REST and JSON,” explains the foundational concepts
of REST APIs, data structures, and how JSON can be useful for exchanging data
using APIs.

Chapter 19, “Understanding Ansible, Puppet, and Chef,” discusses the need for
configuration management software and introduces the basics of each of these
three configuration management tools.

m Part VI: Final Review

m Chapter 20, “Final Review,” suggests a plan for final preparation after you have

finished the core parts of the book, in particular explaining the many study options
available in the book.

m Part VII: Appendixes

m Appendix A, “Numeric Reference Tables,” lists several tables of numeric informa-

tion, including a binary-to-decimal conversion table and a list of powers of 2.



xli

® Appendix B, “CCNA 200-301 Volume 2 Exam Updates,” is a place for the author
to add book content mid-edition. Always check online for the latest PDF version of
this appendix; the appendix lists download instructions.

m Appendix C, “Answers to the ‘Do I Know This Already?’ Quizzes,” includes the
explanations to all the “Do I Know This Already” quizzes.

m The Glossary contains definitions for many of the terms used in the book, including
the terms listed in the “Key Terms You Should Know” sections at the conclusion of
the chapters.

m Online Appendixes

Appendix D, “Topics from Previous Editions
Appendix E, “Practice for Chapter 2: Basic IPv4 Access Control Lists”
Appendix F, “Previous Edition ICND1 Chapter 35: Managing IOS Files”

Appendix G, “Exam Topics Cross-Reference,” provides some tables to help you
find where each exam objective is covered in the book.

m Appendix H, “Study Planner,” is a spreadsheet with major study milestones, where
you can track your progress through your study.

About Building Hands-On Skills

You need skills in using Cisco routers and switches, specifically the Cisco command-line
interface (CLI). The Cisco CLI is a text-based command-and-response user interface: you
type a command, and the device (a router or switch) displays messages in response. To
answer sim and simlet questions on the exams, you need to know a lot of commands,
and you need to be able to navigate to the right place in the CLI to use those commands.

This next section walks through the options of what is included in the book, with a brief
description of lab options outside the book.

Config Lab Exercises

Some router and switch features require multiple configuration commands. Part of the
skill you need to learn is to remember which configuration commands work together,
which ones are required, and which ones are optional. So, the challenge level goes
beyond just picking the right parameters on one command. You have to choose which
commands to use, in which combination, typically on multiple devices. And getting
good at that kind of task requires practice.

Each Config Lab lists details about a straightforward lab exercise for which you should
create a small set of configuration commands for a few devices. Each lab presents a
sample lab topology, with some requirements, and you have to decide what to configure
on each device. The answer then shows a sample configuration. Your job is to create the
configuration and then check your answer versus the supplied answer.

Config Lab content resides outside the book at the author’s blog site
(https://blog.certskills.com). You can navigate to the Config Lab in a couple of ways
from the site, or just go directly to https://blog.certskills.com/category/hands-on/
config-lab/ to reach a list of all Config Labs. Figure I-6 shows the logo that you will see
with each Config Lab.
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Config Lab

@

Think. Config.

Figure 1-6 Config Lab Logo in the Author’s Blogs
These Config Labs have several benefits, including the following:

Untethered and responsive: Do them from anywhere, from any web browser, from
your phone or tablet, untethered from the book.

Designed for idle moments: Each lab is designed as a 5- to 10-minute exercise if all
you are doing is typing in a text editor or writing your answer on paper.

Two outcomes, both good: Practice getting better and faster with basic configuration,
or if you get lost, you have discovered a topic that you can now go back and reread

to complete your knowledge. Either way, you are a step closer to being ready for the
exam!

Blog format: The format allows easy adds and changes by me and easy comments by
you.

Self-assessment: As part of final review, you should be able to do all the Config Labs,
without help, and with confidence.

Note that the blog organizes these Config Lab posts by book chapter, so you can easily
use these at both Chapter Review and Part Review.

A Quick Start with Pearson Network Simulator Lite

The decision of how to get hands-on skills can be a little scary at first. The good news:
You have a free and simple first step to experience the CLI: install and use the Pearson
Network Simulator Lite (or NetSim Lite) that comes with this book.

This book comes with a lite version of the best-selling CCNA Network Simulator from
Pearson, which provides you with a means, right now, to experience the Cisco CLIL No
need to go buy real gear or buy a full simulator to start learning the CLI. Just install it
from the companion website.

The CCNA 200-301 Network Simulator Lite Volume 2 software contains 13 labs cover-
ing ACL topics from Part I in the book. So, make sure to use the NetSim Lite to learn the
basics of the CLI to get a good start.

Of course, one reason that you get access to the NetSim Lite is that the publisher hopes
you will buy the full product. However, even if you do not use the full product, you can
still learn from the labs that come with NetSim Lite while deciding about what options
to pursue.
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The Pearson Network Simulator

The Config Labs and the Pearson Network Simulator Lite both fill specific needs, and
they both come with the book. However, you need more than those two tools.

The single best option for lab work to do along with this book is the paid version of the
Pearson Network Simulator. This simulator product simulates Cisco routers and switches
so that you can learn for CCNA certification. But more importantly, it focuses on learn-
ing for the exam by providing a large number of useful lab exercises. Reader surveys tell
us that those people who use the Simulator along with the book love the learning pro-
cess and rave about how the book and Simulator work well together.

Of course, you need to make a decision for yourself and consider all the options.
Thankfully, you can get a great idea of how the full Simulator product works by using
the Pearson Network Simulator Lite product included with the book. Both have the
same base code, same user interface, and same types of labs. Try the Lite version to
decide if you want to buy the full product.

Note that the Simulator and the books work on a different release schedule. For a time
in 2020, the Simulator will be the one created for the previous versions of the exams
(ICND1 100-101, ICND2 200-101, and CCNA 200-120). Interestingly, Cisco did not
add a large number of new topics that require CLI skills to the CCNA 200-301 exam as
compared with its predecessor, so the old Simulator covers most of the CCNA 200-301
CLI topics. So, during the interim before the products based on the 200-301 exam come
out, the old Simulator products should be quite useful.

On a practical note, when you want to do labs when reading a chapter or doing Part
Review, the Simulator organizes the labs to match the book. Just look for the Sort by
Chapter tab in the Simulator’s user interface. However, during the months in 2020 for
which the Simulator is the older edition listing the older exams in the title, you will need
to refer to a PDF that lists those labs versus this book’s organization. You can find that
PDF on the book product page under the Downloads tab here: www.ciscopress.com/
title/9781587147135.

More Lab Options

If you decide against using the full Pearson Network Simulator, you still need hands-on
experience. You should plan to use some lab environment to practice as much CLI as
possible.

First, you can use real Cisco routers and switches. You can buy them, new or used, or
borrow them at work. You can rent them for a fee. If you have the right mix of gear,
you could even do the Config Lab exercises from my blog on that gear or try to re-
create examples from the book.

Cisco also makes a simulator that works very well as a learning tool: Cisco Packet Tracer.
Cisco now makes Packet Tracer available for free. However, unlike the Pearson Network
Simulator, it does not include lab exercises that direct you as to how to go about learn-
ing each topic. If interested in more information about Packet Tracer, check out my
series about using Packet Tracer at my blog (https://blog.certskills.com); just search for
“Packet Tracer.”
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Cisco offers a virtualization product that lets you run router and switch operating system
(OS) images in a virtual environment. This tool, the Virtual Internet Routing Lab (VIRL),
lets you create a lab topology, start the topology, and connect to real router and switch
OS images. Check out http://virl.cisco.com for more information.

You can even rent virtual Cisco router and switch lab pods from Cisco, in an offering
called Cisco Learning Labs (https://learningnetworkstore.cisco.com/cisco-learning-labs).

This book does not tell you what option to use, but you should plan on getting some
hands-on practice somehow. The important thing to know is that most people need to
practice using the Cisco CLI to be ready to pass these exams.

For More Information

If you have any comments about the book, submit them via www.ciscopress.com. Just go
to the website, select Contact Us, and type your message.

Cisco might make changes that affect the CCNA certification from time to time. You
should always check www.cisco.com/go/ccna for the latest details.

The CCNA 200-301 Official Cert Guide, Volume 2, helps you attain CCNA certifica-
tion. This is the CCNA certification book from the only Cisco-authorized publisher. We
at Cisco Press believe that this book certainly can help you achieve CCNA certification,
but the real work is up to you! I trust that your time will be well spent.
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The CCNA Official Cert Guide, Volume 2 includes the topics that help you build an enter-
prise network so all devices can communicate with all other devices. Parts I and II of this
book focus on how to secure that enterprise network so that only the appropriate devices
and users can communicate.

Part I focuses on IP Version 4 (IPv4) access control lists (ACLs). ACLs are IPv4 packet filters
that can be programmed to look at IPv4 packet headers, make choices, and either allow a
packet through or discard the packet. Because you can implement IPv4 ACLs on any router,
a network engineer has a large number of options of where to use ACLs, without adding
additional hardware or software, making ACLs a very flexible and useful tool.

Chapter 1 begins this part with an introduction to the TCP/IP transport layer protocols TCP
and UDP, along with an introduction to several TCP/IP applications. This chapter provides
the necessary background to understand the ACL chapters and to better prepare you for
upcoming discussions of additional security topics in Part Il and IP services topics in Part III.

Chapters 2 and 3 get into details about ACLs. Chapter 2 discusses ACL basics, avoiding
some of the detail to ensure that you master several key concepts. Chapter 3 then looks at
the much wider array of ACL features to make you ready to take advantage of the power of
ACLs and to be ready to better manage those ACLs.
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IP Access Control Lists

Chapter 1: Introduction to TCP/IP Transport and Applications
Chapter 2: Basic IPv4 Access Control Lists
Chapter 3: Advanced IPv4 Access Control Lists

Part | Review




"CHAPTER 1

Introduction to TCP/IP Transport
and Applications

This chapter covers the following exam topics:

1.0 Network Fundamentals
1.5 Compare TCP to UDP

4.0 IP Services
4.3 Explain the role of DHCP and DNS in the network

The CCNA exam focuses mostly on functions at the lower layers of TCP/IP, which define
how IP networks can send IP packets from host to host using LANs and WANSs. This chap-
ter explains the basics of a few topics that receive less attention on the exams: the TCP/IP
transport layer and the TCP/IP application layer. The functions of these higher layers play a
big role in real TCP/IP networks. Additionally, many of the security topics in Parts I and 1I
of this book, and some of the IP services topics in Part III, require you to know the basics
of how the transport and application layers of TCP/IP work. This chapter serves as that
introduction.

This chapter begins by examining the functions of two transport layer protocols:
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). The second major
section of the chapter examines the TCP/IP application layer, including some discussion of
how Domain Name System (DNS) name resolution works.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. The letter answers are listed at the bottom
of the page following the quiz. Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers and explanations. You can also find
both answers and explanations in the PTP testing software.

Table 1-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

TCP/IP Layer 4 Protocols: TCP and UDP

1-4

TCP/IP Applications

5-6




. Which of the following header fields identify which TCP/IP application gets data
received by the computer? (Choose two answers.)

Ethernet Type
SNAP Protocol Type
IP Protocol

TCP Port Number
UDP Port Number

LS N Y

. Which of the following are typical functions of TCP? (Choose four answers.)

Flow control (windowing)

Error recovery

Multiplexing using port numbers
Routing

Encryption

~0 o0y

Ordered data transfer

. Which of the following functions is performed by both TCP and UDP?

a. Windowing

b. Error recovery

c. Multiplexing using port numbers
d. Routing

e. Encryption

f.

Ordered data transfer

. What do you call data that includes the Layer 4 protocol header, and data given to
Layer 4 by the upper layers, not including any headers and trailers from Layers 1 to
3? (Choose two answers.)

a. L3PDU
Chunk
Segment
Packet
Frame
L4PDU

~ooo0p

. In the URI http://blog.certskills.com/config-labs, which part identifies the web server?
a. http

blog.certskills.com

certskills.com

http://blog.certskills.com

opoop

The file name.html includes the hostname.
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6. Fred opens a web browser and connects to the www.certskills.com website. Which of
the following are typically true about what happens between Fred’s web browser and
the web server? (Choose two answers.)

a. Messages flowing toward the server use UDP destination port 80.

b. Messages flowing from the server typically use RTP.

c. Messages flowing to the client typically use a source TCP port number of 80.
d. Messages flowing to the server typically use TCP.

Foundation Topics

TCP/IP Layer 4 Protocols: TCP and UDP

The OSI transport layer (Layer 4) defines several functions, the most important of which are
error recovery and flow control. Likewise, the TCP/IP transport layer protocols also imple-
ment these same types of features. Note that both the OSI model and the TCP/IP model
call this layer the transport layer. But as usual, when referring to the TCP/IP model, the
layer name and number are based on OSI, so any TCP/IP transport layer protocols are con-
sidered Layer 4 protocols.

The key difference between TCP and UDP is that TCP provides a wide variety of services
to applications, whereas UDP does not. For example, routers discard packets for many rea-
sons, including bit errors, congestion, and instances in which no correct routes are known.
As you have read already, most data-link protocols notice errors (a process called error
detection) but then discard frames that have errors. TCP provides retransmission (error
recovery) and helps to avoid congestion (flow control), whereas UDP does not. As a result,
many application protocols choose to use TCP.

However, do not let UDP’s lack of services make you think that UDP is worse than TCP. By
providing fewer services, UDP needs fewer bytes in its header compared to TCP, resulting
in fewer bytes of overhead in the network. UDP software does not slow down data transfer
in cases where TCP can purposefully slow down. Also, some applications, notably today
Voice over IP (VoIP) and video over IP, do not need error recovery, so they use UDP. So,
UDP also has an important place in TCP/IP networks today.

Table 1-2 lists the main features supported by TCP/UDP. Note that only the first item listed
in the table is supported by UDP, whereas all items in the table are supported by TCP.

Key Table 1-2 TCP/IP Transport Layer Features
Topic

Function Description

Multiplexing using ports | Function that allows receiving hosts to choose the correct
application for which the data is destined, based on the port
number

Error recovery (reliability) | Process of numbering and acknowledging data with Sequence and
Acknowledgment header fields

Flow control using Process that uses window sizes to protect buffer space and routing
windowing devices from being overloaded with traffic



http://www.certskills.com

Chapter 1: Introduction to TCP/IP Transport and Applications 7

Function Description

Connection establishment | Process used to initialize port numbers and Sequence and
and termination Acknowledgment fields

Ordered data transfer and | Continuous stream of bytes from an upper-layer process that
data segmentation is “segmented” for transmission and delivered to upper-layer
processes at the receiving device, with the bytes in the same order

Next, this section describes the features of TCP, followed by a brief comparison to UDP.

Transmission Control Protocol
Each TCP/IP application typically chooses to use either TCP or UDP based on the applica-
tion’s requirements. For example, TCP provides error recovery, but to do so, it consumes
more bandwidth and uses more processing cycles. UDP does not perform error recovery,
but it takes less bandwidth and uses fewer processing cycles. Regardless of which of these
two TCP/IP transport layer protocols the application chooses to use, you should understand
the basics of how each of these transport layer protocols works.

TCP, as defined in Request For Comments (RFC) 793, accomplishes the functions listed in
Table 1-2 through mechanisms at the endpoint computers. TCP relies on IP for end-to-end
delivery of the data, including routing issues. In other words, TCP performs only part of the
functions necessary to deliver the data between applications. Also, the role that it plays is
directed toward providing services for the applications that sit at the endpoint computers.
Regardless of whether two computers are on the same Ethernet, or are separated by the
entire Internet, TCP performs its functions the same way.

Figure 1-1 shows the fields in the TCP header. Although you don’t need to memorize the
names of the fields or their locations, the rest of this section refers to several of the fields,
so the entire header is included here for reference.

4 Bytes

Source Port Destination Port

Sequence Number

Acknowledgement Number

Offset | Reserved Flag Bits Window

Checksum Urgent
Figure 1-1 TCP Header Fields

The message created by TCP that begins with the TCP header, followed by any applica-
tion data, is called a TCP segment. Alternatively, the more generic term Layer 4 PDU, or
L4PDU, can also be used.

Multiplexing Using TCP Port Numbers
TCP and UDP both use a concept called multiplexing. Therefore, this section begins with
an explanation of multiplexing with TCP and UDP. Afterward, the unique features of TCP
are explored.
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Multiplexing by TCP and UDP involves the process of how a computer thinks when receiv-
ing data. The computer might be running many applications, such as a web browser, an
email package, or an Internet VolIP application (for example, Skype). TCP and UDP multi-
plexing tells the receiving computer to which application to give the received data.

Some examples will help make the need for multiplexing obvious. The sample network
consists of two PCs, labeled Hannah and George. Hannah uses an application that she wrote
to send advertisements that appear on George’s screen. The application sends a new ad to
George every 10 seconds. Hannah uses a second application, a wire-transfer application, to
send George some money. Finally, Hannah uses a web browser to access the web server that
runs on George’s PC. The ad application and wire-transfer application are imaginary, just for
this example. The web application works just like it would in real life.

Figure 1-2 shows the sample network, with George running three applications:

m A UDP-based advertisement application
m A TCP-based wire-transfer application
m A TCP web server application

| received three packets

Hannah George from the same source

Dl Web Server E]l my applications gets the

——4 Ad Application &= | gata in each?
| Wire Application |

o Eth | | uoP | Ad Data | Eth >

o Eth | 1P| TCP | Wire Transfer Data | Eth [—>

o Eth [ 1P| TCP | wWebPageData | Eth [—>

Figure 1-2 Hannab Sending Packets to George, with Three Applications

George needs to know which application to give the data to, but all three packets are from
the same Etherner and IP address. You might think that George could look at whether the
packet contains a UDP or TCP header, but as you see in the figure, two applications (wire
transfer and web) are using TCP.

TCP and UDP solve this problem by using a port number field in the TCP or UDP header,
respectively. Each of Hannah’s TCP and UDP segments uses a different destination port
number so that George knows which application to give the data to. Figure 1-3 shows an
example.

Multiplexing relies on a concept called a socket. A socket consists of three things:
m An IP address

® A transport protocol

® A port number

Answers to the “Do | Know This Already?” quiz:
1D,E2A,B,C,F3C4C,F5B6C,D



Chapter 1: Introduction to TCP/IP Transport and Applications 9

I'll look in the
Hannah G
""E]ﬂ'i‘ o0 Dﬂie UDP or TCP
o ep Server Destination port to
— Port 800 Ad Server imm=? identify the application!

Port 9876 Wire Application |

= Eth [ e | uoP | Ad Data | Eth >

Destination Port 800

[

- et | 1P| TCP | wire Transfer Data | Eth |—>

§

Destination Port 9876

o Eth [P | TCP | webPageData | Eth [—>»

Destination Port 80

§

Figure 1-3 Hannab Sending Packets to George, with Three Applications Using Port
Numbers to Multiplex

So, for a web server application on George, the socket would be (10.1.1.2, TCP, port 80)
because, by default, web servers use the well-known port 80. When Hannah’s web browser
connects to the web server, Hannah uses a socket as well—possibly one like this: (10.1.1.1,
TCP, 49160). Why 49160? Well, Hannah just needs a port number that is unique on
Hannah, so Hannah sees that port 49160.

The Internet Assigned Numbers Authority (IANA), the same organization that manages IP
address allocation worldwide, subdivides the port number ranges into three main ranges.
The first two ranges reserve numbers that IANA can then allocate to specific application
protocols through an application and review process, with the third category reserving ports
to be dynamically allocated as used for clients, as with the port 49160 example in the previ-
ous paragraph. The names and ranges of port numbers (as detailed in RFC 6335) are

m Well Known (System) Ports: Numbers from 0 to 1023, assigned by IANA, with a stricter
review process to assign new ports than user ports.

m User (Registered) Ports: Numbers from 1024 to 49151, assigned by IANA with a less
strict process to assign new ports compared to well-known ports.

m Ephemeral (Dynamic, Private) Ports: Numbers from 49152 to 65535, not assigned and
intended to be dynamically allocated and used temporarily for a client application while
the app is running.

Figure 1-4 shows an example that uses three ephemeral ports on the user device on the left,
with the server on the right using two well-known ports and one user port. The computers
use three applications at the same time; hence, three socket connections are open. Because
a socket on a single computer should be unique, a connection between two sockets should
identify a unique connection between two computers. This uniqueness means that you can
use multiple applications at the same time, talking to applications running on the same or
different computers. Multiplexing, based on sockets, ensures that the data is delivered to
the correct applications.
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User Server

Ad Wire Web Ad Wire Web
Application |Application| Browser Application|Application| Server
Port 49159 |Port 49153 | Port 49152 Port 800 | Port 9876 | Port 80

UDP TCP UDP TCP

IP Address 10.1.1.1 IP Address 10.1.1.2
(10.1.1.1, TCP, 49152) (10.1.1.2, TCP, 80)
1
(10.1.1.1, TCP, 49153) (10.1.1.2, TCP, 9876)
(10.1.1.1, UDP, 49159) (10.1.1.2, UDP, 800)

Figure 1-4 Connections Betrween Sockets

Port numbers are a vital part of the socket concept. Servers use well-known ports (or user
ports), whereas clients use dynamic ports. Applications that provide a service, such as FTP,
Telnet, and web servers, open a socket using a well-known port and listen for connection
requests. Because these connection requests from clients are required to include both the
source and destination port numbers, the port numbers used by the servers must be known
beforehand. Therefore, each service uses a specific well-known port number or user port
number. Both well-known and user ports are listed at www.iana.org/assignments/service-
names-port-numbers/service-names-port-numbers.txt.

On client machines, where the requests originate, any locally unused port number can be
allocated. The result is that each client on the same host uses a different port number, but

a server uses the same port number for all connections. For example, 100 web browsers on
the same host computer could each connect to a web server, but the web server with 100
clients connected to it would have only one socket and, therefore, only one port number
(port 80, in this case). The server can tell which packets are sent from which of the 100 cli-
ents by looking at the source port of received TCP segments. The server can send data to
the correct web client (browser) by sending data to that same port number listed as a desti-
nation port. The combination of source and destination sockets allows all participating hosts
to distinguish between the data’s source and destination. Although the example explains the
concept using 100 TCP connections, the same port-numbering concept applies to UDP ses-
sions in the same way.

NOTE You can find all RFCs online at www.rfc-editor.org/rfc/rfcxxxx.txt, where xxxx is
the number of the RFC. If you do not know the number of the RFC, you can try searching
by topic at www.rfc-editor.org.

Popular TCP/IP Applications
Throughout your preparation for the CCNA exam, you will come across a variety of
TCP/IP applications. You should at least be aware of some of the applications that can be
used to help manage and control a network.


http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt
http://www.rfc-editor.org/rfc/rfcxxxx.txt
http://www.rfc-editor.org
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The World Wide Web (WW W) application exists through web browsers accessing the
content available on web servers. Although it is often thought of as an end-user application,
you can actually use WWW to manage a router or switch. You enable a web server function
in the router or switch and use a browser to access the router or switch.

The Domain Name System (DNS) allows users to use names to refer to computers, with
DNS being used to find the corresponding IP addresses. DNS also uses a client/server
model, with DNS servers being controlled by networking personnel and DNS client func-
tions being part of most any device that uses TCP/IP today. The client simply asks the DNS
server to supply the IP address that corresponds to a given name.

Simple Network Management Protocol (SNMP) is an application layer protocol used spe-
cifically for network device management. For example, Cisco supplies a large variety of net-
work management products, many of them in the Cisco Prime network management soft-
ware product family. They can be used to query, compile, store, and display information
about a network’s operation. To query the network devices, Cisco Prime software mainly
uses SNMP protocols.

Traditionally, to move files to and from a router or switch, Cisco used Trivial File Transfer
Protocol (TFTP). TFTP defines a protocol for basic file transfer—hence the word rrivial.
Alternatively, routers and switches can use File Transfer Protocol (FTP), which is a much
more functional protocol, to transfer files. Both work well for moving files into and out

of Cisco devices. FTP allows many more features, making it a good choice for the general
end-user population. TFTP client and server applications are very simple, making them good
tools as embedded parts of networking devices.

Some of these applications use TCP, and some use UDP. For example, Simple Mail Transfer
Protocol (SMTP) and Post Office Protocol version 3 (POP3), both used for transferring
mail, require guaranteed delivery, so they use TCP.

Regardless of which transport layer protocol is used, applications use a well-known port
number so that clients know which port to attempt to connect to. Table 1-3 lists several
popular applications and their well-known port numbers.

Table 1-3 Popular Applications and Their Well-Known Port Numbers
Topic

Port Number Protocol Application
20 TCP FTP data

21 TCP FTP control
22 TCP SSH

23 TCP Telnet

25 TCP SMTP

53 UDP, TCP! DNS

67 ubP DHCP Server
68 ubP DHCP Client
69 ubDP TFTP

80 TCP HTTP (WWW)
110 TCP POP3




12 CCNA 200-301 Official Cert Guide, Volume 2

Port Number Protocol Application
161 ubDP SNMP

443 TCP SSL

514 uDP Syslog

I DNS uses both UDP and TCP in different instances. It uses port 53 for both TCP and UDP.

Connection Establishment and Termination
TCP connection establishment occurs before any of the other TCP features can begin
their work. Connection establishment refers to the process of initializing Sequence and
Acknowledgment fields and agreeing on the port numbers used. Figure 1-5 shows an exam-
ple of connection establishment flow.

K ey Web Browser Web Server
Topic Dl ..... SYN, DPORT=80, SPORT=49155
E

Port Port
------------------------------------ > 80

Figure 1-5 TCP Connection Establishment

This three-way connection establishment flow (also called a three-way handshake) must
complete before data transfer can begin. The connection exists between the two sockets,
although the TCP header has no single socket field. Of the three parts of a socket, the IP
addresses are implied based on the source and destination IP addresses in the IP header.
TCP is implied because a TCP header is in use, as specified by the protocol field value in
the IP header. Therefore, the only parts of the socket that need to be encoded in the TCP
header are the port numbers.

TCP signals connection establishment using 2 bits inside the flag fields of the TCP header.
Called the SYN and ACK flags, these bits have a particularly interesting meaning. SYN
means “synchronize the sequence numbers,” which is one necessary component in initializa-
tion for TCP.

Figure 1-6 shows TCP connection termination. This four-way termination sequence is
straightforward and uses an additional flag, called the FIN bir. (FIN is short for “finished,”
as you might guess.) One interesting note: Before the device on the right sends the third
TCP segment in the sequence, it notifies the application that the connection is coming
down. It then waits on an acknowledgment from the application before sending the third
segment in the figure. Just in case the application takes some time to reply, the PC on

the right sends the second flow in the figure, acknowledging that the other PC wants to
take down the connection. Otherwise, the PC on the left might resend the first segment
repeatedly.
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Figure 1-6 TCP Connection Termination

TCP establishes and terminates connections between the endpoints, whereas UDP does not.
Many protocols operate under these same concepts, so the terms connection-oriented and
connectionless are used to refer to the general idea of each. More formally, these terms can
be defined as follows:

m Connection-oriented protocol: A protocol that requires an exchange of messages before
data transfer begins, or that has a required pre-established correlation between two
endpoints.

m Connectionless protocol: A protocol that does not require an exchange of messages and
that does not require a pre-established correlation between two endpoints.

Error Recovery and Reliability
TCP provides for reliable data transfer, which is also called reliability or error recovery,
depending on what document you read. To accomplish reliability, TCP numbers data bytes
using the Sequence and Acknowledgment fields in the TCP header. TCP achieves reliability
in both directions, using the Sequence Number field of one direction combined with the
Acknowledgment field in the opposite direction.

Figure 1-7 shows an example of how the TCP Sequence and Acknowledgment fields allow
the PC to send 3000 bytes of data to the server, with the server acknowledging receipt of
the data. The TCP segments in the figure occur in order, from top to bottom. For simplic-
ity’s sake, all messages happen to have 1000 bytes of data in the data portion of the TCP
segment. The first Sequence number is a nice round number (1000), again for simplicity’s
sake. The top of the figure shows three segments, with each sequence number being 1000
more than the previous, identifying the first of the 1000 bytes in the message. (That is, in
this example, the first segment holds bytes 1000-1999; the second holds bytes 2000-2999;
and the third holds bytes 3000-3999.)

Web Browser Web Server
f]l ..1000 Bytes of Data, Sequence = 1000  ~ g
o 1000 Bytes of Data, Sequence = 2000
—’ ----------------------------------- >

1000 Bytes of Data, Sequence = 3000 —

................................... )
Got All 3000 Bytes.

No Data, Acknowledgment = 4000 @ Send ACK

Figure 1-7 TCP Acknowledgment Without Errors

The fourth TCP segment in the figure—the only one flowing back from the server to the
web browser—acknowledges the receipt of all three segments. How? The acknowledgment
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value of 4000 means “I received all data with sequence numbers up through one less than
4000, so I am ready to receive your byte 4000 next.” (Note that this convention of acknowl-
edging by listing the next expected byte, rather than the number of the last byte received, is
called forward acknowledgment.)

This first example does not recover from any errors, however; it simply shows the basics of
how the sending host uses the sequence number field to identify the data, with the receiv-
ing host using forward acknowledgments to acknowledge the data. The more interesting
discussion revolves around how to use these same tools to do error recovery. TCP uses the
Sequence and Acknowledgment fields so that the receiving host can notice lost data, ask the
sending host to resend, and then acknowledge that the re-sent data arrived.

Many variations exist for how TCP does error recovery. Figure 1-8 shows just one such
example, with similar details compared to the previous figure. The web browser again sends
three TCP segments, again 1000 bytes each, again with easy-to-remember sequence num-
bers. However, in this example, the second TCP segment fails to cross the network.

Web Browser Web Server
[ﬁl _.1000 Bytes of Data, Sequence = 1000 |~ A
o 1000 Bytes of Data, Sequencew: 2000
y  .100B ytes of Data, Sequen 942000,
1000 Bytes of Data, Sequence = 3000 —_—
------------------------------------ > | Received 1000 — 1999,

| Received 3000 — 3999.
Ask for 2000 Next!
No Data, Acknowledgment = 2000

He Lost Segment with

SEQ = 2000.
Resend it!

> | Received 2000 — 2999.
Already Have 3000 — 3999.

Ask for 4000 Next!
No Data, Acknowledgment = 4000

Figure 1-8 TCP Acknowledgment with Errors

The figure points out three sets of ideas behind how the two hosts think. First, on the right,
the server realizes that it did not receive all the data. The two received TCP segments con-
tain bytes numbered 1000-1999 and 3000-3999. Clearly, the server did not receive the
bytes numbered in between. The server then decides to acknowledge all the data up to the
lost data—that is, to send back a segment with the Acknowledgment field equal to 2000.

The receipt of an acknowledgment that does not acknowledge all the data sent so far tells
the sending host to resend the data. The PC on the left may wait a few moments to make
sure no other acknowledgments arrive (using a timer called the retransmission timer), but
will soon decide that the server means “I really do need 2000 next—resend it.” The PC on
the left does so, as shown in the fifth of the six TCP segments in the figure.

Finally, note that the server can acknowledge not only the re-sent data, but any earlier data
that had been received correctly. In this case, the server received the re-sent second TCP seg-
ment (the data with sequence numbers 2000-2999), but the server had already received the
third TCP segment (the data numbered 3000-3999). The server’s next Acknowledgment field
acknowledges the data in both those segments, with an Acknowledgment field of 4000.
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Flow Control Using Windowing
TCP implements flow control by using a window concept that is applied to the amount of
data that can be outstanding and awaiting acknowledgment at any one point in time. The
window concept lets the receiving host tell the sender how much data it can receive right
now, giving the receiving host a way to make the sending host slow down or speed up. The
receiver can slide the window size up and down—called a sliding window or dynamic win-
dow—to change how much data the sending host can send.

The sliding window mechanism makes much more sense with an example. The example,
shown in Figure 1-9, uses the same basic rules as the examples in the previous few figures.
In this case, none of the TCP segments have errors, and the discussion begins one TCP seg-
ment earlier than in the previous two figures.

Web Browser Web Server
A
Dl < ACK=1000
‘ " Window=3000
_

| Received a New @

Window: 3000 ... .SEQ=1000 >
feee......SEQ=2000 >
feeeee......SEQ=3000 >

| Must Wait Send an ACK = 4000
for an ACK Grant a New
(_-_._._-_.AQKE‘EQQQ ________________ Window: 4000
Window=4000

| got an ACK! @

| also got a Larger

Window: 4000

Figure 1-9 TCP Windowing

Begin with the first segment, sent by the server to the PC. The Acknowledgment field
should be familiar by now: it tells the PC that the server expects a segment with sequence
number 1000 next. The new field, the window field, is set to 3000. Because the segment
flows to the PC, this value tells the PC that the PC can send no more than 3000 bytes over
this connection before receiving an acknowledgment. So, as shown on the left, the PC real-
izes it can send only 3000 bytes, and it stops sending, waiting on an acknowledgment, after
sending three 1000-byte TCP segments.

Continuing the example, the server not only acknowledges receiving the data (without
any loss), but the server decides to slide the window size a little higher. Note that second
message flowing right to left in the figure, this time with a window of 4000. Once the PC
receives this TCP segment, the PC realizes it can send another 4000 bytes (a slightly larger
window than the previous value).

Note that while the last few figures show examples for the purpose of explaining how the
mechanisms work, the examples might give you the impression that TCP makes the hosts
sit there and wait for acknowledgments a lot. TCP does not want to make the sending host
have to wait to send data. For instance, if an acknowledgment is received before the win-
dow is exhausted, a new window begins, and the sender continues sending data until the
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current window is exhausted. Often times, in a network that has few problems, few lost
segments, and little congestion, the TCP windows stay relatively large with hosts seldom
waiting to send.

User Datagram Protocol
UDP provides a service for applications to exchange messages. Unlike TCP, UDP is connec-
tionless and provides no reliability, no windowing, no reordering of the received data, and
no segmentation of large chunks of data into the right size for transmission. However, UDP
provides some functions of TCP, such as data transfer and multiplexing using port numbers,
and it does so with fewer bytes of overhead and less processing required than TCP.

UDP data transfer differs from TCP data transfer in that no reordering or recovery is
accomplished. Applications that use UDP are tolerant of the lost data, or they have some
application mechanism to recover lost data. For example, VoIP uses UDP because if a voice
packet is lost, by the time the loss could be noticed and the packet retransmitted, too much
delay would have occurred, and the voice would be unintelligible. Also, DNS requests use
UDP because the user will retry an operation if the DNS resolution fails. As another exam-
ple, the Network File System (NFS), a remote file system application, performs recovery
with application layer code, so UDP features are acceptable to NFS.

Figure 1-10 shows the UDP header format. Most importantly, note that the header includes
source and destination port fields, for the same purpose as TCP. However, the UDP has
only 8 bytes, in comparison to the 20-byte TCP header shown in Figure 1-1. UDP needs a
shorter header than TCP simply because UDP has less work to do.

4 Bytes

Source Port Destination Port

Length Checksum
Figure 1-10 UDP Header

TCP/IP Applications

The whole goal of building an enterprise network, or connecting a small home or office net-
work to the Internet, is to use applications such as web browsing, text messaging, email, file
downloads, voice, and video. This section examines one particular application—web brows-
ing using Hypertext Transfer Protocol (HTTP).

The World Wide Web (WWW) consists of all the Internet-connected web servers in the
world, plus all Internet-connected hosts with web browsers. Web servers, which consist of
web server software running on a computer, store information (in the form of web pages)
that might be useful to different people. A web browser, which is software installed on an
end user’s computer, provides the means to connect to a web server and display the web
pages stored on the web server.

NOTE Although most people use the term web browser, or simply browser, web brows-
ers are also called web clients, because they obtain a service from a web server.

For this process to work, several specific application layer functions must occur. The user
must somehow identify the server, the specific web page, and the protocol used to get
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the data from the server. The client must find the server’s IP address, based on the server’s
name, typically using DNS. The client must request the web page, which actually consists
of multiple separate files, and the server must send the files to the web browser. Finally, for
electronic commerce (e-commerce) applications, the transfer of data, particularly sensitive
financial data, needs to be secure. The following sections address each of these functions.

Uniform Resource Identifiers
For a browser to display a web page, the browser must identify the server that has the web
page, plus other information that identifies the particular web page. Most web servers have
many web pages. For example, if you use a web browser to browse www.cisco.com and you
click around that web page, you’ll see another web page. Click again, and you’ll see another
web page. In each case, the clicking action identifies the server’s IP address as well as the
specific web page, with the details mostly hidden from you. (These clickable items on a web
page, which in turn bring you to another web page, are called links.)

The browser user can identify a web page when you click something on a web page or when
you enter a Uniform Resource Identifier (URI) in the browser’s address area. Both options—
clicking a link and typing a URI—refer to a URI, because when you click a link on a web
page, that link actually refers to a URL

NOTE Most browsers support some way to view the hidden URI referenced by a link.

In several browsers, hover the mouse pointer over a link, right-click, and select Properties.
The pop-up window should display the URI to which the browser would be directed if you
clicked that link.

In common speech, many people use the terms web address or the similar related terms
Universal Resource Locator (or Uniform Resource Locator [URL]) instead of URI, but URI
is indeed the correct formal term. In fact, URL had been more commonly used than URI for
more than a few years. However, the IETF (the group that defines TCP/IP), along with the
W3C consortium (W3.org, a consortium that develops web standards) has made a concerted
effort to standardize the use of URI as the general term. See RFC 7595 for some commen-
tary to that effect.

From a practical perspective, the URIs used to connect to a web server include three key
components, as noted in Figure 1-11. The figure shows the formal names of the URI fields.
More importantly to this discussion, note that the text before the :// identifies the protocol
used to connect to the server, the text between the // and / identifies the server by name,
and the text after the / identifies the web page.

Formal: URI ——3» Scheme Authority Path

http://www.certskills.com/blog

Example: Web —>3» Protocol Server's Name Web Page
Figure 1-11  Structure of a URI Used to Retrieve a Web Page

17
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Ke
To;‘),ic

DNS Server
192.31.7.1 @

In this case, the protocol is Hypertext Transfer Protocol (HTTP), the hostname is
www.certskills.com, and the name of the web page is blog.

Finding the Web Server Using DNS

A host can use DNS to discover the IP address that corresponds to a particular hostname.
URISs typically list the name of the server—a name that can be used to dynamically learn the
IP address used by that same server. The web browser cannot send an IP packet to a destina-
tion name, but it can send a packet to a destination IP address. So, before the browser can
send a packet to the web server, the browser typically needs to resolve the name inside the
URI to that name’s corresponding IP address.

To pull together several concepts, Figure 1-12 shows the DNS process as initiated by a web
browser, as well as some other related information. From a basic perspective, the user enters
the URI (in this case, http://www.cisco.com/go/learningnetwork), resolves the www.cisco.com
name into the correct IP address, and starts sending packets to the web server.

@ The human typed this URI:
http://www.cisco.com/go/learningnetwork

Name Resolution Request
IP Header UDP Header DNS Request

Source 64.100.1.1 | Source 49161| What is IP address

[ |
“| Dest. 192.31.7.1 | Dest. Port 53 | of www.cisco.com? —
- A
E]I Client
Name Resolution Reply === 64.100.1.1
® 1P Header UDP Header  DNS Request y——2

Source 192.31.7.1 | Source 53 IP address is

——] Dest. 64.100.1.1 Dest. 49161 | 198.133.219.25

TCP Connection Setup
@ IP Header TCP Header

y
E Source 64.100.1.1 Source 49172 <----
—

Dest. 198.133.219.25| Dest. Port 80, SYN —

www.cisco.com Web Server
198.133.219.25

Figure 1-12 DNS Resolution and Requesting a Web Page

The steps shown in the figure are as follows:

1. The user enters the URI, http://www.cisco.com/go/learningnetwork, into the brows-
er’s address area.

2. The client sends a DNS request to the DNS server. Typically, the client learns the
DNS server’s IP address through DHCP. Note that the DNS request uses a UDP head-
er, with a destination port of the DNS well-known port of 53. (See Table 1-3, earlier
in this chapter, for a list of popular well-known ports.)

3. The DNS server sends a reply, listing IP address 198.133.219.25 as www.cisco.com’s
IP address. Note also that the reply shows a destination IP address of 64.100.1.1, the
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client’s IP address. It also shows a UDP header, with source port 53; the source port is
53 because the data is sourced, or sent, by the DNS server.

4. The client begins the process of establishing a new TCP connection to the web server.
Note that the destination IP address is the just-learned IP address of the web server.
The packet includes a TCP header, because HTTP uses TCP. Also note that the desti-
nation TCP port is 80, the well-known port for HTTP. Finally, the SYN bit is shown,
as a reminder that the TCP connection establishment process begins with a TCP seg-
ment with the SYN bit turned on (binary 1).

The example in Figure 1-12 shows what happens when the client host does not know the IP
address associated with the hostname but the enterprise does know the address. However,
hosts can cache the results of DNS requests so that for a time the client does not need to ask
the DNS to resolve the name. Also, the DNS server can cache the results of previous DNS
requests; for instance, the enterprise DNS server in Figure 1-12 would not normally have
configured information about hostnames in domains outside that enterprise, so that example
relied on the DNS having cached the address associated with hostname www.cisco.com.

When the local DNS does not know the address associated with a hostname, it needs to ask
for help. Figure 1-13 shows an example with the same client as in Figure 1-12. In this case,
the enterprise DNS acts as a recursive DNS server, sending repeated DNS messages in an
effort to identify the authoritative DNS server.

® DNs iy (D ——

Authoritative

cisco.com
DNS -I """""""""""""""""
—

Figure 1-13 Recursive DNS Lookup
The steps shown in the figure are as follows:

1. The client sends a DNS request for www.cisco.com to the DNS server it knows, which
is the enterprise DNS server.

2. The (recursive) enterprise DNS server does not know the answer yet, but it does not
reject the client’s DNS request. Instead, it follows a repetitive (recursive) process
(shown as steps 2, 3, and 4), beginning with the DNS request sent to a root DNS
server. The root does not supply the address either, but it supplies the IP address of
another DNS server, one responsible for the .com top-level domain.
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3. The recursive enterprise DNS sends the next DNS request to the DNS server learned at
the previous step—this time the TLD DNS server for the .com domain. This DNS also
does not know the address, but it knows the DNS server that should be the authorita-
tive DNS server for domain cisco.com, so it supplies that DNS server’s address.

4. The enterprise DNS sends another DNS request, to the DNS server whose address was
learned in the previous step, again asking for resolution of the name www.cisco.com.
This DNS server, the authoritative server for cisco.com, supplies the address.

5. The enterprise DNS server returns a DNS reply back to the client, supplying the IP
address requested at step 1.

Transferring Files with HTTP
After a web client (browser) has created a TCP connection to a web server, the client can
begin requesting the web page from the server. Most often, the protocol used to transfer
the web page is HTTP. The HTTP application layer protocol, defined in RFC 7230, defines
how files can be transferred between two computers. HTTP was specifically created for the
purpose of transferring files between web servers and web clients.

HTTP defines several commands and responses, with the most frequently used being the
HTTP GET request. To get a file from a web server, the client sends an HTTP GET request
to the server, listing the filename. If the server decides to send the file, the server sends an
HTTP GET response, with a return code of 200 (meaning OK), along with the file’s contents.

NOTE Many return codes exist for HTTP requests. For example, when the server does not
have the requested file, it issues a return code of 404, which means “file not found.” Most
web browsers do not show the specific numeric HTTP return codes, instead displaying a
response such as “page not found” in reaction to receiving a return code of 404.

Web pages typically consist of multiple files, called objecrs. Most web pages contain text as
well as several graphical images, animated advertisements, and possibly voice or video. Each
of these components is stored as a different object (file) on the web server. To get them all,
the web browser gets the first file. This file can (and typically does) include references to
other URIs, so the browser then also requests the other objects. Figure 1-14 shows the gen-
eral idea, with the browser getting the first file and then two others.

User Typed:
<_| HTTP GET (/go/ccna) I__ http://www.cisco.com/go/ccna

WWW.Cisco.com

a— | > \ = Web
HTTP OK | data: /go/ccna Dl
= Browser
E <—| HTTP GET /graphics/logo1.gif I—_

p——— / .
—f (Client)
_-| HTTP OK | data: logo1.gif |—>

<—| HTTP GET /graphics/ad1.gif I—_

- HTTPOK | data: ad1.gif [>
Figure 1-14 Multiple HTTP GET Requests/Responses
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In this case, after the web browser gets the first file—the one called “/go/ccna” in the
URI—the browser reads and interprets that file. Besides containing parts of the web page,
the file refers to two other files, so the browser issues two additional HTTP GET requests.
Note that, even though it isn’t shown in the figure, all these commands flow over one (or
possibly more) TCP connection between the client and the server. This means that TCP
would provide error recovery, ensuring that the data was delivered.

How the Receiving Host Identifies the Correct Receiving Application
This chapter closes with a discussion of the process by which a host, when receiving any
message over any network, can decide which of its many application programs should pro-
cess the received data.

As an example, consider host A shown on the left side of Figure 1-15. The host happens

to have three different web browser windows open, each using a unique TCP port. Host A
also has an email client and a chat window open, both of which use TCP. Both the email and
chat applications use a unique TCP port number on host A as shown in the figure.

— Web Server
; : —
o T ]
TCP HTTP +
—’ <— Eth. | IP | (pestporty| Data [

Browser: TCP port 49124
Browser: TCP port 49125
Browser: TCP port 49126
Email: TCP port 49127
Chat: TCP port 49128

Figure 1-15 Dilemma: How Host A Chooses the App Thar Should Receive This Data

This chapter has shown several examples of how transport layer protocols use the destina-
tion port number field in the TCP or UDP header to identify the receiving application. For
instance, if the destination TCP port value in Figure 1-15 is 49124, host A will know that
the data is meant for the first of the three web browser windows.

Before a receiving host can even examine the TCP or UDP header, and find the destination
port field, it must first process the outer headers in the message. If the incoming message
is an Ethernet frame that encapsulates an IPv4 packet, the headers look like the details in

Figure 1-16.
Key | 00800 6 49124 Web Server
e Dl A BRI BN [ |
—y , Ethernet IPv4 TCP HTTP
A—) (Type) (Protocol) | (Dest Port) | and Data [— -

Figure 1-16 Three Key Fields with Which to Identify the Next Header

The receiving host needs to look at multiple fields, one per header, to identify the next
header or field in the received message. For instance, host A uses an Ethernet NIC to con-
nect to the network, so the received message is an Ethernet frame. The Ethernet Type field
identifies the type of header that follows the Ethernet header—in this case, with a value of
hex 0800, an IPv4 header.
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The IPv4 header has a similar field called the IP Protocol field. The IPv4 Protocol field has a
standard list of values that identify the next header, with decimal 6 used for TCP and deci-
mal 17 used for UDP. In this case, the value of 6 identifies the TCP header that follows the
IPv4 header. Once the receiving host realizes a TCP header exists, it can process the destina-
tion port field to determine which local application process should receive the data.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the “Your Study Plan” element
for more details. Table 1-4 outlines the key review elements and where you can find them.
To better track your study progress, record when you completed these activities in the sec-
ond column.

Table 1-4 Chapter Review Tracking

Review Element Review Date(s) Resource Used

Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP

Review memory tables Book, website

Review All the Key Topics

Key Table 1-5 Key Topics for Chapter 1
Topic @ Key Topic Element Description Page Number

Table 1-2 Functions of TCP and UDP 6

Table 1-3 Well-known TCP and UDP port numbers 11
Figure 1-5 Example of TCP connection establishment 12
List Definitions of connection-oriented and connectionless | 13
Figure 1-12 DNS name resolution 18
Figure 1-16 Header fields that identify the next header 21

Key Terms You Should Know
connection establishment, error detection, error recovery, flow control, forward acknowl-
edgment, HTTP, ordered data transfer, port, segment, sliding windows, URI, web server,
DNS server, recursive DNS server
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Basic IPv4 Access Control Lists

This chapter covers the following exam topics:

5.0 Security Fundamentals

5.6 Configure and verify access control lists

IPv4 access control lists (ACL) give network engineers the ability to program a filter into a
router. Each router, on each interface, for both the inbound and outbound direction, can
enable a different ACL with different rules. Each ACL’s rules tell the router which packets
to discard and which to allow through.

This chapter discusses the basics of IPv4 ACLs, and in particular, one type of IP ACL: stan-
dard numbered IP ACLs. Standard numbered ACLs use simple logic, matching on the source
IP address field only, and use a configuration style that references the ACL using a number.
This chapter sets out to help you learn this simpler type of ACL first. The next chapter,
titled, “Advanced IPv4 Access Control Lists,” completes the discussion by describing other
types of IP ACLs. The other types of ACLs use features that build on the concepts you
learn in this chapter, but with more complexity and additional configuration options.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. The letter answers are listed at the bottom
of the page following the quiz. Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers and explanations. You can also find
both answers and explanations in the PTP testing software.

Table 2-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

IP Access Control List Basics 1
Standard Numbered IPv4 ACLs 2-5
Practice Applying Standard IP ACLs 6

1. Barney is a host with IP address 10.1.1.1 in subnet 10.1.1.0/24. Which of the fol-
lowing are things that a standard IP ACL could be configured to do? (Choose two
answers.)

a. Match the exact source IP address.

b. Match IP addresses 10.1.1.1 through 10.1.1.4 with one access-list command
without matching other IP addresses.

c. Match all IP addresses in Barney’s subnet with one access-list command without
matching other IP addresses.

d. Match only the packet’s destination IP address.



. Which of the following answers list a valid number that can be used with standard
numbered IP ACLs? (Choose two answers.)

a. 1987
b. 2187
c. 187
d. 87

. Which of the following wildcard masks is most useful for matching all IP packets in
subnet 10.1.128.0, mask 255.255.255.0?

0.0.0.0
0.0.0.31
0.0.0.240
0.0.0.255
0.0.15.0
0.0.248.255

"0 00T oD

. Which of the following wildcard masks is most useful for matching all IP packets in
subnet 10.1.128.0, mask 255.255.240.0?

0.0.0.0
0.0.0.31
0.0.0.240
0.0.0.255
0.0.15.255
0.0.248.255

NN

. ACL 1 has three statements, in the following order, with address and wildcard mask
values as follows: 1.0.0.0 0.255.255.255, 1.1.0.0 0.0.255.255, and 1.1.1.0 0.0.0.255.
If a router tried to match a packet sourced from IP address 1.1.1.1 using this ACL,
which ACL statement does a router consider the packet to have matched?

a. First
b. Second
c. Third

d. Implied deny at the end of the ACL

. Which of the following access-list commands matches all packets sent from hosts in
subnet 172.16.4.0/23?

access-list 1 permit 172.16.0.5 0.0.255.0

access-list 1 permit 172.16.4.0 0.0.1.255

access-list 1 permit 172.16.5.0

access-list 1 permit 172.16.5.0 0.0.0.127

Y
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IPv4 Access Control List Basics

IPv4 access control lists (IP ACL) give network engineers a way to identify different types
of packets. To do so, the ACL configuration lists values that the router can see in the IP,
TCP, UDP, and other headers. For example, an ACL can match packets whose source

IP address is 1.1.1.1, or packets whose destination IP address is some address in subnet
10.1.1.0/24, or packets with a destination port of TCP port 23 (Telnet).

IPv4 ACLs perform many functions in Cisco routers, with the most common use as a packet
filter. Engineers can enable ACLs on a router so that the ACL sits in the forwarding path of
packets as they pass through the router. After it is enabled, the router considers whether
each IP packet will either be discarded or allowed to continue as if the ACL did not exist.

However, ACLs can be used for many other I0S features as well. As an example, ACLs can

be used to match packets for applying Quality of Service (QoS) features. QoS allows a rout-
er to give some packets better service, and other packets worse service. For example, pack-

ets that hold digitized voice need to have very low delay, so ACLs can match voice packets,
with QoS logic in turn forwarding voice packets more quickly than data packets.

This first section introduces IP ACLs as used for packet filtering, focusing on these aspects
of ACLs: the locations and direction in which to enable ACLs, matching packets by examin-
ing headers, and taking action after a packet has been matched.

ACL Location and Direction
Cisco routers can apply ACL logic to packets at the point at which the IP packets enter an
interface, or the point at which they exit an interface. In other words, the ACL becomes
associated with an interface and for a direction of packet flow (either in or out). That is, the
ACL can be applied inbound to the router, before the router makes its forwarding (routing)
decision, or outbound, after the router makes its forwarding decision and has determined
the exit interface to use.

The arrows in Figure 2-1 show the locations at which you could filter packets flowing left
to right in the topology. For example, imagine that you wanted to allow packets sent by
host A to server S1, but to discard packets sent by host B to server S1. Each arrowed line
represents a location and direction at which a router could apply an ACL, filtering the pack-
ets sent by host B.

The four arrowed lines in the figure point out the location and direction for the router
interfaces used to forward the packet from host B to server S1. In this particular example,
those interfaces and direction are inbound on R1’s F0O/0 interface, outbound on R1’s S0/0/0
interface, inbound on R2’s S0/0/1 interface, and outbound on R2’s F0/0 interface. If, for
example, you enabled an ACL on R2’s FO/1 interface, in either direction, that ACL could
not possibly filter the packet sent from host B to server S1, because R2’s F0/1 interface is
not part of the route from B to S1.

Answers to the “Do | Know This Already?” quiz:
1A,C2A,D3D4ES5A6B
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Figure 2-1 Locations to Filter Packets from Hosts A and B Going Toward Server S1

Key In short, to filter a packet, you must enable an ACL on an interface that processes the pack-
Topic et, in the same direction the packet flows through that interface.

When enabled, the router then processes every inbound or outbound IP packet using that
ACL. For example, if enabled on R1 for packets inbound on interface F0/0, R1 would com-
pare every inbound IP packet on F0/0 to the ACL to decide that packet’s fate: to continue
unchanged or to be discarded.

Matching Packets
When you think about the location and direction for an ACL, you must already be thinking
about what packets you plan to filter (discard), and which ones you want to allow through.
To tell the router those same ideas, you must configure the router with an IP ACL that
matches packets. Matching packets refers to how to configure the ACL commands to look
at each packet, listing how to identify which packets should be discarded and which should
be allowed through.

Each IP ACL consists of one or more configuration commands, with each command listing
details about values to look for inside a packet’s headers. Generally, an ACL command uses
logic like “look for these values in the packet header, and if found, discard the packet.” (The
action could instead be to allow the packet, rather than discard.) Specifically, the ACL looks
for header fields you should already know well, including the source and destination IP
addresses, plus TCP and UDP port numbers.

For example, consider an example with Figure 2-2, in which you want to allow packets from
host A to server S1, but to discard packets from host B going to that same server. The hosts
all now have IP addresses, and the figure shows pseudocode for an ACL on R2. Figure 2-2
also shows the chosen location to enable the ACL: inbound on R2’s S0/0/1 interface.

Figure 2-2 shows a two-line ACL in a rectangle at the bottom, with simple matching logic:
both statements just look to match the source IP address in the packet. When enabled, R2
looks at every inbound IP packet on that interface and compares each packet to those two
ACL commands. Packets sent by host A (source IP address 10.1.1.1) are allowed through,
and those sourced by host B (source IP address 10.1.1.2) are discarded.
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Figure 2-2 Pseudocode to Demonstrate ACL Command-Matching Logic

Taking Action When a Match Occurs
When using IP ACLs to filter packets, only one of two actions can be chosen. The configu-
ration commands use the keywords deny and permit, and they mean (respectively) to dis-
card the packet or to allow it to keep going as if the ACL did not exist.

This book focuses on using ACLs to filter packets, but IOS uses ACLs for many more fea-
tures. Those features typically use the same matching logic. However, in other cases, the
deny or permit keywords imply some other action.

Types of IP ACLs
Cisco 10S has supported IP ACLs since the early days of Cisco routers. Beginning with
the original standard numbered IP ACLs in the early days of 10S, which could enable the
logic shown earlier around Figure 2-2, Cisco has added many ACL features, including the
following:

m Standard numbered ACLs (1-99)

m Extended numbered ACLs (100-199)

m Additional ACL numbers (1300-1999 standard, 2000-2699 extended)
m Named ACLs

m Improved editing with sequence numbers

This chapter focuses solely on standard numbered IP ACLs, while the next chapter discusses
the other three primary categories of IP ACLs. Briefly, IP ACLs will be either numbered or
named in that the configuration identifies the ACL either using a number or a name. ACLs
will also be either standard or extended, with extended ACLs having much more robust
abilities in matching packets. Figure 2-3 summarizes the big ideas related to categories of IP
ACLs.
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Key
Standard Standard Standard: Matching

Numbered Named - Source IP

Extended Extended Extended: Matching
Numbered Named - Source & Dest. IP
- Source & Dest. Port
- Others
Numbered: Named:
- ID with Number - ID with Name

- Global Commands | | - Subcommands

Figure 2-3 Comparisons of IP ACL Types

Standard Numbered IPv4 ACLs

The title of this section serves as a great introduction, if you can decode what Cisco means
by each specific word. This section is about a type of Cisco filter (ACL) that matches only
the source IP address of the packet (srandard), is configured to identify the ACL using
numbers rather than names (numbered), and looks at IPv4 packets.

This section examines the particulars of standard numbered IP ACLs. First, it examines the
idea that one ACL is a list and what logic that list uses. Following that, the text closely looks
at how to match the source IP address field in the packet header, including the syntax of
the commands. This section ends with a complete look at the configuration and verification
commands to implement standard ACLs.

List Logic with IP ACLs

A single ACL is both a single entity and, at the same time, a list of one or more configura-
tion commands. As a single entity, the configuration enables the entire ACL on an interface,
in a specific direction, as shown earlier in Figure 2-1. As a list of commands, each command
has different matching logic that the router must apply to each packet when filtering using

that ACL.
When doing ACL processing, the router processes the packet, compared to the ACL, as
follows:
Key ACLs use first-match logic. Once a packet matches one line in the ACL, the router takes
Topic the action listed in that line of the ACL and stops looking further in the ACL.

To see exactly what that means, consider the example built around Figure 2-4. The figure
shows an example ACL 1 with three lines of pseudocode. This example applies ACL 1 on
R2’s S0/0/1 interface, inbound (the same location as in earlier Figure 2-2).
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— If Source = 10.1.1.1 Permit
If Source = 10.1.1.x Deny
A— If Source = 10.x.x.x Permit

10.3.3.3
Figure 2-4 Backdrop for Discussion of List Process with IP ACLs

Consider the first-match ACL logic for a packet sent by host A to server S1. The source IP
address will be 10.1.1.1, and it will be routed so that it enters R2’s S0/0/1 interface, driving
R2’s ACL 1 logic. R2 compares this packet to the ACL, matching the first item in the list
with a permit action. So this packet should be allowed through, as shown in Figure 2-5, on
the left.

Host A Host B Host C

_'I S_IP=10.1.1.1 |—> _'I S_IP=10.1.1.2 I—) _'I S_IP=10.3.3.3 I—V

JIf Source =10.1.1.1 Permit ~ ©If Source = 10.1.1.1 Permit ~ ® If Source = 10.1.1.1 Permit
If Source = 10.1.1.x Deny /i Source = 10.1.1.x Deny @© If Source = 10.1.1.x Deny
If Source = 10.x.x.x Permit If Source = 10.x.x.x Permit J/ If Source = 10.x.x.x Permit

Legend:

S_IP Source IP Address
/ Examined and matched
© Examined and not matched

Figure 2-5 ACL Irems Compared for Packets from Hosts A, B, and C in Figure 2-4

Next, consider a packet sent by host B, source IP address 10.1.1.2. When the packet enters
R2’s S0/0/1 interface, R2 compares the packet to ACL 1’s first statement and does not make
a match (10.1.1.1 is not equal to 10.1.1.2). R2 then moves to the second statement, which
requires some clarification. The ACL pseudocode, back in Figure 2-4, shows 10.1.1.x, which
is meant to be shorthand that any value can exist in the last octet. Comparing only the first
three octets, R2 decides that this latest packet does have a source IP address that begins
with the first three octets 10.1.1, so R2 considers that to be a match on the second state-
ment. R2 takes the listed action (deny), discarding the packet. R2 also stops ACL processing
on the packet, ignoring the third line in the ACL.

Finally, consider a packet sent by host C, again to server S1. The packet has source IP
address 10.3.3.3, so when it enters R2’s S0/0/1 interface and drives ACL processing on

R2, R2 looks at the first command in ACL 1. R2 does not match the first ACL command
(10.1.1.1 in the command is not equal to the packet’s 10.3.3.3). R2 looks at the second com-
mand, compares the first three octets (10.1.1) to the packet source IP address (10.3.3), and
still finds no match. R2 then looks at the third command. In this case, the wildcard means
ignore the last three octets and just compare the first octet (10), so the packet matches. R2
then takes the listed action (permit), allowing the packet to keep going.
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This sequence of processing an ACL as a list happens for any type of IOS ACL: IP, other
protocols, standard or extended, named or numbered.

Finally, if a packet does not match any of the items in the ACL, the packet is discarded. The
reason is that every IP ACL has a deny all statement implied at the end of the ACL. It does
not exist in the configuration, but if a router keeps searching the list, and no match is made
by the end of the list, IOS considers the packet to have matched an entry that has a deny
action.

Matching Logic and Command Syntax
Standard numbered IP ACLs use the following global command:

access-list {1-99 | 1300-1999} {permit | deny} matching-parameters

Each standard numbered ACL has one or more access-list commands with the same num-
ber, any number from the ranges shown in the preceding line of syntax. (One number is no
better than the other.) IOS refers to each line in an ACL as an Access Control Entry (ACE),
but many engineers just call them ACL statements.

Besides the ACL number, each access-list command also lists the action (permit or deny),
plus the matching logic. The rest of this section examines how to configure the matching
parameters, which, for standard ACLs, means that you can only match the source IP address
or portions of the source IP address using something called an ACL wildcard mask.

Matching the Exact IP Address
To match a specific source IP address, the entire IP address, all you have to do is type that
IP address at the end of the command. For example, the previous example uses pseudocode
for “permit if source = 10.1.1.1.” The following command configures that logic with correct
syntax using ACL number 1:

access-list 1 permit 10.1.1.1

Matching the exact full IP address is that simple.

In earlier IOS versions, the syntax included a host keyword. Instead of simply typing the
full IP address, you first typed the host keyword and then the IP address. Note that in later
10S versions, if you use the host keyword, IOS accepts the command but then removes the
keyword.

access-list 1 permit host 10.1.1.1

Matching a Subset of the Address with Wildcards
Often, the business goals you want to implement with an ACL do not match a single partic-
ular IP address, but rather a range of IP addresses. Maybe you want to match all IP address-
es in a subnet. Maybe you want to match all IP addresses in a range of subnets. Regardless,
you want to check for more than one IP address in a range of addresses.

10S allows standard ACLs to match a range of addresses using a tool called a wildcard
mask. Note that this is not a subnet mask. The wildcard mask (which this book abbreviates
as WC mask) gives the engineer a way to tell IOS to ignore parts of the address when mak-
ing comparisons, essentially treating those parts as wildcards, as if they already matched.

31
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You can think about WC masks in decimal and in binary, and both have their uses. To
begin, think about W C masks in decimal, using these rules:

Decimal 0: The router must compare this octet as normal.

Decimal 255: The router ignores this octet, considering it to already match.

Keeping these two rules in mind, consider Figure 2-6, which demonstrates this logic using
three different but popular WC masks: one that tells the router to ignore the last octet, one
that tells the router to ignore the last two octets, and one that tells the router to ignore the
last three octets.

10. 1. 2. 10 . 1 .0l 0 OB Of Of O
10. 1. 2. 10 . 1 .. ) i 28 3R 4

) )

0. 0.255 0. 0.255.255 0 .255.255.255

255 = Ignore

Figure 2-6 Logic for WC Masks 0.0.0.255, 0.0.255.255, and 0.255.255.255

All three examples in the boxes of Figure 2-6 show two numbers that are clearly different.
The WC mask causes IOS to compare only some of the octets, while ignoring other octets.
All three examples result in a match, because each wildcard mask tells IOS to ignore some
octets. The example on the left shows WC mask 0.0.0.255, which tells the router to treat
the last octet as a wildcard, essentially ignoring that octet for the comparison. Similarly,

the middle example shows WC mask 0.0.255.255, which tells the router to ignore the two
octets on the right. The rightmost case shows WC mask 0.255.255.255, telling the router to
ignore the last three octets when comparing values.

To see the WC mask in action, think back to the earlier example related to Figure 2-4 and

Figure 2-5. The pseudocode ACL in those two figures used logic that can be created using
a WC mask. As a reminder, the logic in the pseudocode ACL in those two figures included
the following:

Line 1: Match and permit all packets with a source address of exactly 10.1.1.1.
Line 2: Match and deny all packets with source addresses with first three octets 10.1.1.
Line 3: Match and permit all addresses with first single octet 10.

Figure 2-7 shows the updated version of Figure 2-4, but with the completed, correct syntax,
including the WC masks. In particular, note the use of WC mask 0.0.0.255 in the second
command, telling R2 to ignore the last octet of the number 10.1.1.0, and the WC mask
0.255.255.255 in the third command, telling R2 to ignore the last three octets in the value
10.0.0.0.

Finally, note that when using a W C mask, the access-list command’s loosely defined
source parameter should be a 0 in any octets where the WC mask is a 255. IOS will specify
a source address to be 0 for the parts that will be ignored, even if nonzero values were
configured.
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Figure 2-7 Synractically Correct ACL Replaces Pseudocode from Figure 2-4

Binary Wildcard Masks
Wildcard masks, as dotted-decimal number (DDN) values, actually represent a 32-bit binary
number. As a 32-bit number, the WC mask actually directs the router’s logic bit by bit. In
short, a WC mask bit of 0 means the comparison should be done as normal, but a binary 1
means that the bit is a wildcard and can be ignored when comparing the numbers.

Thankfully, for the purposes of CCNA study, and for most real-world applications, you can
ignore the binary WC mask. Why? Well, we generally want to match a range of addresses
that can be easily identified by a subnet number and mask, whether it be a real subnet, or

a summary route that groups subnets together. If you can describe the range of addresses
with a subnet number and mask, you can find the numbers to use in your ACL with some
simple decimal math, as discussed next.

NOTE If you really want to know the binary mask logic, take the two DDN numbers

the ACL will compare (one from the access-list command and the other from the packet
header) and convert both to binary. Then, also convert the WC mask to binary. Compare
the first two binary numbers bit by bit, but also ignore any bits for which the WC mask
happens to list a binary 1, because that tells you to ignore the bit. If all the bits you checked
are equal, it’s a match!

Finding the Right Wildcard Mask to Match a Subnet

In many cases, an ACL needs to match all hosts in a particular subnet. To match a subnet
with an ACL, you can use the following shortcut:

m Use the subnet number as the source value in the access-list command.
m Use a wildcard mask found by subtracting the subnet mask from 255.255.255.255.

For example, for subnet 172.16.8.0 255.255.252.0, use the subnet number (172.16.8.0) as
the address parameter, and then do the following math to find the wildcard mask:

255.255.255.255

—255.255.252.0
0.0.3.255

Continuing this example, a completed command for this same subnet would be as follows:

access-list 1 permit 172.16.8.0 0.0.3.255
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The section “Practice Applying Standard IP ACLs” gives you a chance to practice matching
subnets when configuring ACLs.

Matching Any/All Addresses

In some cases, you will want one ACL command to match any and all packets that reach
that point in the ACL. First, you have to know the (simple) way to match all packets using
the any keyword. More importantly, you need to think about when to match any and all
packets.

First, to match any and all packets with an ACL command, just use the any keyword for the
address. For example, to permit all packets:

access-list 1 permit any

So, when and where should you use such a command? Remember, all Cisco IP ACLs end
with an implicit deny any concept at the end of each ACL. That is, if a router compares a
packet to the ACL, and the packet matches none of the configured statements, the router
discards the packet. Want to override that default behavior? Configure a permit any at the
end of the ACL.

You might also want to explicitly configure a command to deny all traffic (for example,
access-list 1 deny any) at the end of an ACL. Why, when the same logic already sits at the
end of the ACL anyway? Well, the ACL show commands list counters for the number of
packets matched by each command in the ACL, but there is no counter for that implicit deny
any concept at the end of the ACL. So, if you want to see counters for how many packets are
matched by the deny any logic at the end of the ACL, configure an explicit deny any.

Implementing Standard IP ACLs

This chapter has already introduced all the configuration steps in bits and pieces. This sec-
tion summarizes those pieces as a configuration process. The process also refers to the
access-list command, whose generic syntax is repeated here for reference:

access-list access-list-number {deny | permit} source [source-wildcard]

Step 1.  Plan the location (router and interface) and direction (in or out) on that interface:

A. Standard ACLs should be placed near to the destination of the packets so that
they do not unintentionally discard packets that should not be discarded.

B. Because standard ACLs can only match a packet’s source IP address, iden-
tify the source IP addresses of packets as they go in the direction that the
ACL is examining.

Step 2.  Configure one or more access-list global configuration commands to create
the ACL, keeping the following in mind:

A. The list is searched sequentially, using first-match logic.
B. The default action, if a packet does not match any of the access-list com-
mands, is to deny (discard) the packet.

Step 3. Enable the ACL on the chosen router interface, in the correct direction, using
the ip access-group number {in | out} interface subcommand.

The rest of this section shows a couple of examples.
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Standard Numbered ACL Example 1

The first example shows the configuration for the same requirements demonstrated with
Figure 2-4 and Figure 2-5. Restated, the requirements for this ACL are as follows:

1.

gk wN

Enable the ACL inbound on R2’s S0/0/1 interface.
Permit packets coming from host A.

Deny packets coming from other hosts in host A’s subnet.

Permit packets coming from any other address in Class A network 10.0.0.0.

The original example made no comment about what to do by default, so simply deny
all other traffic.

Example 2-1 shows a completed correct configuration, starting with the configuration pro-
cess, followed by output from the show running-config command.

Example 2-1 Standard Numbered ACL Example 1 Configuration

R2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)# access-list 1 permit 10.1.1.1

R2 (config)# access-1list 1 deny 10.1.1.0 0.0.0.255

R2 (config)# access-list 1 permit 10.0.0.0 0.255.255.255

R2 (config)# interface S0/0/1

R2 (config-if)# ip access-group 1 in

R2 (config-if)#
R2# show running-config

! Lines omitted for brevity

access-list 1 permit 10.1.1.1
access-list 1 deny 10.1.1.0 0.0.0.255

access-list 1 permit 10.0.0.0 0.255.255.255

A

Z

First, pay close attention to the configuration process at the top of the example. Note that
the access-list command does not change the command prompt from the global configura-
tion mode prompt, because the access-list command is a global configuration command.
Then, compare that to the output of the show running-config command: the details are
identical compared to the commands that were added in configuration mode. Finally, make
sure to note the ip access-group 1 in command, under R2’s S0/0/1 interface, which enables
the ACL logic (both location and direction).

Example 2-2 lists some output from Router R2 that shows information about this ACL. The
show ip access-lists command lists details about IPv4 ACLs only, while the show access-
lists command lists details about IPv4 ACLs plus any other types of ACLs that are currently
configured; for example, IPv6 ACLs.

Example 2-2 ACL show Commands on R2

R2# show ip access-lists

Standard IP access list 1

10 permit 10.1.1.1 (107 matches)

20 deny 10.1.1.0, wildcard bits 0.0.0.255 (4 matches)
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30 permit 10.0.0.0, wildcard bits 0.255.255.255 (10 matches)
R2# show access-lists
Standard IP access list 1
10 permit 10.1.1.1 (107 matches)
20 deny 10.1.1.0, wildcard bits 0.0.0.255 (4 matches)
30 permit 10.0.0.0, wildcard bits 0.255.255.255 (10 matches)
R2# show ip interface s0/0/1
Serial0/0/1 is up, line protocol is up
Internet address is 10.1.2.2/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.9
Outgoing access list is not set

Inbound access list is 1

Lines omitted for brevity

The output of these commands shows two items of note. The first line of output in this case
notes the type (standard) and the number. If more than one ACL existed, you would see
multiple stanzas of output, one per ACL, each with a heading line like this one. Next, these
commands list packet counts for the number of packets that the router has matched with
each command. For example, 107 packets so far have matched the first line in the ACL.

Finally, the end of the example lists the show ip interface command output. This command
lists, among many other items, the number or name of any IP ACL enabled on the interface
per the ip access-group interface subcommand.

Standard Numbered ACL Example 2
For the second example, use Figure 2-8, and imagine your boss gives you some require-
ments hurriedly in the hall. At first, he tells you he wants to filter packets going from the
servers on the right toward the clients on the left. Then, he says he wants you to allow
access for hosts A, B, and other hosts in their same subnet to server S1, but deny access
to that server to the hosts in host C’s subnet. Then, he tells you that, additionally, hosts in
host A’s subnet should be denied access to server S2, but hosts in host C’s subnet should be
allowed access to server S2—all by filtering packets going right to left only. He then tells
you to put the ACL inbound on R2’s F0/0 interface.

ei
“ S0/0/0

10.1.1.1/24

S0/0/1

Figure 2-8 Standard Numbered ACL Example 2
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If you cull through all the boss’s comments, the requirements might be reduced to the
following:

Enable the ACL inbound on R2’s F0/0 interface.

Permit packets from server S1 going to hosts in A’s subnet.

Deny packets from server S1 going to hosts in C’s subnet.

Permit packets from server S2 going to hosts in C’s subnet.

Deny packets from server S2 going to hosts in A’s subnet.

o g wbhd =

(There was no comment about what to do by default; use the implied deny all
default.)

As it turns out, you cannot do everything your boss asked with a standard ACL. For
example, consider the obvious command for requirement number 2: access-list 2 permit
10.2.2.1. That permits all traffic whose source IP is 10.2.2.1 (server S1). The very next
requirement asks you to filter (deny) packets sourced from that same IP address! Even if
you added another command that checked for source IP address 10.2.2.1, the router would
never get to it, because routers use first-match logic when searching the ACL. You cannot
check both the destination and source IP address, because standard ACLs cannot check the
destination IP address.

To solve this problem, you should get a new boss! No, seriously, you have to rethink the
problem and change the rules. In real life, you would probably use an extended ACL
instead, which lets you check both the source and destination IP address.

For the sake of practicing another standard ACL, imagine your boss lets you change the
requirements. First, you will use two outbound ACLs, both on Router R1. Each ACL will
permit traffic from a single server to be forwarded onto that connected LAN, with the fol-
lowing modified requirements:

1. Using an outbound ACL on R1’s FO/0 interface, permit packets from server S1, and
deny all other packets.

2. Using an outbound ACL on R1’s FO/1 interface, permit packets from server S2, and
deny all other packets.

Example 2-3 shows the configuration that completes these requirements.

Example 2-3 Alrernarive Configuration in Router R1

access-list 2 remark This ACL permits server S1 traffic to host A's subnet
access-list 2 permit 10.2.2.1

!

access-list 3 remark This ACL permits server S2 traffic to host C's subnet
access-list 3 permit 10.2.2.2

!

interface F0/0

ip access-group 2 out

!

interface FO0/1

ip access-group 3 out




38 CCNA 200-301 Official Cert Guide, Volume 2

As highlighted in the example, the solution with ACL number 2 permits all traffic from
server S1, with that logic enabled for packets exiting R1’s F0/0 interface. All other traffic
will be discarded because of the implied deny all at the end of the ACL. In addition, ACL
3 permits traffic from server S2, which is then permitted to exit R1’s FO/1 interface. Also,
note that the solution shows the use of the access-list remark parameter, which allows you
to leave text documentation that stays with the ACL.

NOTE When routers apply an ACL to filter packets in the outbound direction, as shown
in Example 2-3, the router checks packets that it routes against the ACL. However, a router
does not filter packets that the router itself creates with an outbound ACL. Examples

of those packets include routing protocol messages and packets sent by the ping and
traceroute commands on that router.

Troubleshooting and Verification Tips
Troubleshooting IPv4 ACLs requires some attention to detail. In particular, you have to
be ready to look at the address and wildcard mask and confidently predict the addresses
matched by those two combined parameters. The upcoming practice problems a little later
in this chapter can help prepare you for that part of the work. But a few other tips can help
you verify and troubleshoot ACL problems on the exams as well.

First, you can tell if the router is matching packets or not with a couple of tools. Example
2-2 already showed that 10S keeps statistics about the packets matched by each line of an
ACL. In addition, if you add the log keyword to the end of an access-list command, IOS

then issues log messages with occasional statistics about matches of that particular line of

the ACL. Both the statistics and the log messages can be helpful in deciding which line in

the ACL is being matched by a packet.

For example, Example 2-4 shows an updated version of ACL 2 from Example 2-3, this time
with the log keyword added. The bottom of the example then shows a typical log message,
this one showing the resulting match based on a packet with source IP address 10.2.2.1 (as
matched with the ACL), to destination address 10.1.1.1.

Example 2-4 Creating Log Messages for ACL Statistics

R1# show running-config

! lines removed for brevity

access-list 2 remark This ACL permits server S1 traffic to host A's subnet
access-list 2 permit 10.2.2.1 log

!

interface FO0/0

ip access-group 2 out

R1#

Feb 4 18:30:24.082: %SEC-6-IPACCESSLOGNP: list 2 permitted 0 10.2.2.1 -> 10.1.1.1, 1
packet

When you troubleshoot an ACL for the first time, before getting into the details of the
matching logic, take the time to think about both the interface on which the ACL is enabled
and the direction of packet flow. Sometimes, the matching logic is perfect—but the ACL
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has been enabled on the wrong interface, or for the wrong direction, to match the packets
as configured for the ACL.

For example, Figure 2-9 repeats the same ACL shown earlier in Figure 2-7. The first line of
that ACL matches the specific host address 10.1.1.1. If that ACL exists on Router R2, plac-
ing that ACL as an inbound ACL on R2’s S0/0/1 interface can work, because packets sent
by host 10.1.1.1—on the left side of the figure—can enter R2’s S0/0/1 interface. However,
if R2 enables ACL 1 on its FO/0 interface, for inbound packets, the ACL will never match

a packet with source IP address 10.1.1.1, because packets sent by host 10.1.1.1 will never
enter that interface. Packets sent by 10.1.1.1 will exit R2’s FO/0 interface, but never enter it,
just because of the network topology.

ACL 1
access-list 1 permit 10.1.1.1
access-list 1 deny 10.1.1.0 0.0.0.255
access-list 1 permit 10.0.0.0 0.255.255.255
10.1.1.1
y/
S0/0/1 FO/0 = |
“ S0/0/0 “ I
—

1 1

Can Match Cannot Match
10.1.1.1 10.1.1.1

Figure 2-9 Example of Checking the Interface and Direction for an ACL

Practice Applying Standard IP ACLs

Some CCNA topics, like ACLs, simply require more drills and practice than others. ACLs
require you to think of parameters to match ranges of numbers, and that of course requires
some use of math and some use of processes.

This section provides some practice problems and tips, from two perspectives. First, this
section asks you to build one-line standard ACLs to match some packets. Second, this sec-
tion asks you to interpret existing ACL commands to describe what packets the ACL will
match. Both skills are useful for the exams.

Practice Building access-list Commands
In this section, practice getting comfortable with the syntax of the access-list command,
particularly with choosing the correct matching logic. These skills will be helpful when read-
ing about extended and named ACLs in the next chapter.

First, the following list summarizes some important tips to consider when choosing match-
ing parameters to any access-list command:

Key m To match a specific address, just list the address.
® To match any and all addresses, use the any keyword.

m To match based only on the first one, two, or three octets of an address, use the
0.255.255.255, 0.0.255.255, and 0.0.0.255 WC masks, respectively. Also, make the
source (address) parameter have Os in the wildcard octets (those octets with 255 in the
wildcard mask).
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m To match a subnet, use the subnet ID as the source, and find the WC mask by subtract-
ing the DDN subnet mask from 255.255.255.255.

Table 2-2 lists the criteria for several practice problems. Your job: Create a one-line stan-
dard ACL that matches the packets. The answers are listed in the section “Answers to Earlier
Practice Problems,” later in this chapter.

Table 2-2 Building One-Line Standard ACLs: Practice

Problem Criteria

Packets from 172.16.5.4

Packets from hosts with 192.168.6 as the first three octets

Packets from hosts with 192.168 as the first two octets

Packets from any host

Packets from subnet 10.1.200.0/21

Packets from subnet 10.1.200.0/27

Packets from subnet 172.20.112.0/23

Packets from subnet 172.20.112.0/26

O |0 NN ||| h W N =

Packets from subnet 192.168.9.64/28

—_
(e}

Packets from subnet 192.168.9.64/30

Reverse Engineering from ACL to Address Range

In some cases, you may not be creating your own ACL. Instead, you may need to interpret

some existing access-list commands. To answer these types of questions on the exams, you
need to determine the range of IP addresses matched by a particular address/wildcard mask
combination in each ACL statement.

Under certain assumptions that are reasonable for CCNA certifications, calculating the
range of addresses matched by an ACL can be relatively simple. Basically, the range of
addresses begins with the address configured in the ACL command. The range of addresses
ends with the sum of the address field and the wildcard mask. That’s it.

For example, with the command access-list 1 permit 172.16.200.0 0.0.7.255, the low end
of the range is simply 172.16.200.0, taken directly from the command itself. Then, to find
the high end of the range, just add this number to the WC mask, as follows:

172.16.200.0

+0. 0. 7255

172.16.207.255

For this last bit of practice, look at the existing access-list commands in Table 2-3. In each
case, make a notation about the exact IP address, or range of IP addresses, matched by the
command.

Table 2-3 Finding IP Addresses/Ranges Matching by Existing ACLs

Problem Commands for Which to Predict the Source Address Range

1

access-list 1 permit 10.76.5

2

access-list 2 permit 192.168.4.0 0.0.0.127

3

access-list 3 permit 192.168.6.0 0.0.0.31
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Problem Commands for Which to Predict the Source Address Range

4 access-list 4 permit 172.30.96.0 0.0.3.255
access-list 5 permit 172.30.96.0 0.0.0.63
access-list 6 permit 10.1.192.0 0.0.0.31
access-list 7 permit 10.1.192.0 0.0.1.255
access-list 8 permit 10.1.192.0 0.0.63.255

® (N |0 |1

Interestingly, IOS lets the CLI user type an access-list command in configuration mode,
and 10S will potentially change the address parameter before placing the command into
the running-config file. This process of just finding the range of addresses matched by the
access-list command expects that the access-list command came from the router, so that
any such changes were complete.

The change IOS can make with an access-list command is to convert to 0 any octet of an
address for which the wildcard mask’s octet is 255. For example, with a wildcard mask of
0.0.255.255, TOS ignores the last two octets. IOS expects the address field to end with two
0s. If not, IOS still accepts the access-list command, but I0S changes the last two octets of
the address to 0s. Example 2-5 shows an example, where the configuration shows address
10.1.1.1, but wildcard mask 0.0.255.255.

Example 2-5 [0S Changing the Address Field in an access-list Command

R2# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)# access-1list 21 permit 10.1.1.1 0.0.255.255
R2 (config)# “Z
R2#
R2# show ip access-lists
Standard IP access list 21
10 permit 10.1.0.0, wildcard bits 0.0.255.255

The math to find the range of addresses relies on the fact that either the command is fully
correct or that IOS has already set these address octets to 0, as shown in the example.

NOTE The most useful WC masks, in binary, do not interleave Os and 1s. This book
assumes the use of only these types of WC masks. However, Cisco 10S allows W C masks
that interleave Os and 1s, but using these WC masks breaks the simple method of calculating
the range of addresses. As you progress through to CCIE studies, be ready to dig deeper to
learn how to determine what an ACL matches.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same mate-
rial found on the book’s companion website. Refer to the “Your Study Plan” element for more
details. Table 2-4 outlines the key review elements and where you can find them. To better
track your study progress, record when you completed these activities in the second column.
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Table 2-4 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP
Review command tables Book

Review All the Key Topics

Table 2-5 Key Topics for Chapter 2
(o]

pic @l Key Topic Description Page
Element Number
Paragraph | Summary of the general rule of the location and direction for an ACL |27
Figure 2-3 | Summary of four main categories of IPv4 ACLs in Cisco 10S 29
Paragraph | Summary of first-match logic used by all ACLs 29
List Wildcard mask logic for decimal 0 and 255 32
List Wildcard mask logic to match a subnet 33
List Steps to plan and implement a standard IP ACL 34
List Tips for creating matching logic for the source address field in the 39
access-list command

Key Terms You Should Know

standard access list, wildcard mask

Additional Practice for This Chapter’s Processes

For additional practice with analyzing subnets, you may do the same set of practice problems
using your choice of tools:

Application: Use the two ACL practice exercise applications listed on the companion website.

PDF: Alternatively, practice the same problems found in these apps using online Appendix
E, “Practice for Chapter 2: Basic IPv4 Access Control Lists.”

Command References
Tables 2-6 and 2-7 list configuration and verification commands used in this chapter. As an
easy review exercise, cover the left column in a table, read the right column, and try to recall
the command without looking. Then repeat the exercise, covering the right column, and try
to recall what the command does.

Table 2-6 Chapter 2 Configuration Command Reference

Command Description
access-list access-list-number {deny | Global command for standard numbered access
permit} source [source-wildcard] [log] lists. Use a number between 1 and 99 or 1300

and 1999, inclusive.
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Command Description

access-list access-list-number remark rext | Command that defines a remark to help you
remember what the ACL is supposed to do.

ip access-group number {in | out} Interface subcommand to enable access lists.

Table 2-7 Chapter 2 EXEC Command Reference

Command Description

show ip interface [rype number] Includes a reference to the access lists enabled on
the interface

show access-lists [access-lisr-number | Shows details of configured access lists for all

access-list-name] protocols

show ip access-lists [access-list-number | | Shows IP access lists
access-list-name]

Answers to Earlier Practice Problems
Table 2-8 lists the answers to the problems listed earlier in Table 2-2.

Table 2-8 Building One-Line Standard ACLs: Answers
Problem Answers

access-list 1 permit 172.16.5.4

access-list 2 permit 192.168.6.0 0.0.0.255
access-list 3 permit 192.168.0.0 0.0.255.255
access-list 4 permit any

access-list 5 permit 10.1.200.0 0.0.7255
access-list 6 permit 10.1.200.0 0.0.0.31
access-list 7 permit 172.20.112.0 0.0.1.255
access-list 8 permit 172.20.112.0 0.0.0.63
access-list 9 permit 192.168.9.64 0.0.0.15
access-list 10 permit 192.168.9.64 0.0.0.3

O (0[N | |Ul [ W N[
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Table 2-9 lists the answers to the problems listed earlier in Table 2-3.

Table 2-9 Address Ranges for Problems in Table 2-3: Answers

Problem Address Range

One address: 10.7.6.5
192.168.4.0 - 192.168.4.127
192.168.6.0 - 192.168.6.31
172.3096.0 - 172.3099.255
172.3096.0 - 172.3096.63
10.1.192.0 - 101.192.31
10.1.192.0 - 10.1.193.255
10.1.192.0 - 10.1.255.255

(N[N |Ul AW I[N (=




Advanced IPv4 Access Control
Lists

This chapter covers the following exam topics:

5.0 Security Fundamentals

5.6 Configure and verify access control lists

IPv4 ACLs are either standard or extended ACLs, with standard ACLs matching only the
source IP address, and extended matching a variety of packet header fields. At the same
time, IP ACLs are either numbered or named. Figure 3-1 shows the categories and the main
features of each as introduced in the previous chapter.

Standard Standard Standard: Matching
Numbered Named - Source IP

Extended Extended Extended: Matching
Numbered Named - Source & Dest. IP
- Source & Dest. Port
- Others
Numbered: Named:
- ID with Number - ID with Name

- Global Commands | | - Subcommands

Figure 3-1 Comparisons of IP ACL Types

This chapter discusses the other three categories of ACLs beyond standard numbered IP
ACLs and ends with a few miscellaneous features to secure Cisco routers and switches.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. The letter answers are listed at the bottom
of the page following the quiz. Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers and explanations. You can also find
both answers and explanations in the PTP testing software.



Table 3-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Extended IP Access Control Lists 1-3
Named ACLs and ACL Editing 4-6

1. Which of the following fields cannot be compared based on an extended IP ACL?
(Choose two answers.)

Protocol

Source IP address

TOS byte
URL

a

b

c. Destination IP address

d

e

f. Filename for FTP transfers

2. Which of the following access-list commands permit packets going from host
10.1.1.1 to all web servers whose IP addresses begin with 172.16.5? (Choose two
answers.)

access-list 101 permit tcp host 10.1.1.1 172.16.5.0 0.0.0.255 eq www
access-list 1951 permit ip host 10.1.1.1 172.16.5.0 0.0.0.255 eq www
access-list 2523 permit ip host 10.1.1.1 eq www 172.16.5.0 0.0.0.255
access-list 2523 permit tcp host 10.1.1.1 eq www 172.16.5.0 0.0.0.255
access-list 2523 permit tcp host 10.1.1.1 172.16.5.0 0.0.0.255 eq www

® a0 o o®

3. Which of the following access-list commands permits packets going to any web cli-
ent from all web servers whose IP addresses begin with 172.16.5?

access-list 101 permit tcp host 10.1.1.1 172.16.5.0 0.0.0.255 eq www
access-list 1951 permit ip host 10.1.1.1 172.16.5.0 0.0.0.255 eq www
access-list 2523 permit tcp any eq www 172.16.5.0 0.0.0.255

access-list 2523 permit tcp 172.16.5.0 0.0.0.255 eq www 172.16.5.0 0.0.0.255
e. access-list 2523 permit tcp 172.16.5.0 0.0.0.255 eq www any

a0 oo

4. In arouter running a recent IOS version (at least version 15.0), an engineer needs to
delete the second line in ACL 101, which currently has four commands configured.
Which of the following options could be used? (Choose two answers.)

a. Delete the entire ACL and reconfigure the three ACL statements that should
remain in the ACL.

Delete one line from the ACL using the no access-list... global command.

c. Delete one line from the ACL by entering ACL configuration mode for the ACL
and then deleting only the second line based on its sequence number.

d. Delete the last three lines from the ACL from global configuration mode, and
then add the last two statements back into the ACL.


http://www172.16.5.0
http://www172.16.5.0
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5. Refer to the following command output, which details an ACL enabled on port G0/0
for the inbound direction. Which answers list a configuration mode and command
that would result in the deletion of the line that matches subnet 172.16.1.0/24?
(Choose two answers.)
show ip access-lists dikta-list
Standard IP access list dikta-list

10 permit 172.16.1.0, wildcard bits 0.0.0.255
20 permit 172.16.2.0, wildcard bits 0.0.0.255
30 permit 172.16.3.0, wildcard bits 0.0.0.255

In global config mode: no 10

In interface GO/0 config mode: no 10

In ACL dikta-list config mode: no 10

In ACL dikta-list config mode: no permit 172.16.1.0 0.0.0.255
In global config mode: no permit 172.16.1.0 0.0.0.255

a oo

6. An engineer configures an ACL but forgets to save the configuration. At that point,
which of the following commands display the configuration of an IPv4 ACL, includ-
ing line numbers? (Choose two answers.)

show running-config

a

b. show startup-config
c. show ip access-lists
d

show access-lists

Foundation Topics

Extended Numbered IP Access Control Lists

Extended IP access lists have many similarities compared to the standard numbered IP ACLs
discussed in the previous chapter. Just like standard IP ACLs, you enable extended access lists
on interfaces for packets either entering or exiting the interface. I10S searches the list sequen-
tially. Extended ACLs also use first-match logic, because the router stops the search through
the list as soon as the first statement is matched, taking the action defined in the first-matched
statement. All these features are also true of standard numbered access lists (and named ACLs).

Extended ACLs differ from standard ACLs mostly because of the larger variety of packet
header fields that can be used to match a packet. One extended ACE (ACL statement) can
examine multiple parts of the packet headers, requiring that all the parameters be matched
correctly to match that one ACE. That powerful matching logic makes extended access lists
both more useful and more complex than standard IP ACLs.

Matching the Protocol, Source IP, and Destination IP
Like standard numbered IP ACLs, extended numbered IP ACLs also use the access-list
global command. The syntax is identical, at least up through the permit or deny keyword.
At that point, the command lists matching parameters, and those differ, of course. In par-
ticular, the extended ACL access-list command requires three matching parameters: the IP
protocol type, the source IP address, and the destination IP address.
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The IP header’s Protocol field identifies the header that follows the IP header. Figure 3-2
shows the location of the IP Protocol field, the concept of it pointing to the type of header
that follows, along with some details of the IP header for reference.

IP Header Next Header
- 3 ! 2 ’ 4 4 Variable ' A \
Misatzfdn;ous Protocol| Header |Source IP [Destination Options T(ngUPDP
Fields Type |Checksum | Address |IP Address EIGRP IGMR...
I Identifies Next Header N *

>

Figure 3-2 [P Header, with Focus on Required Fields in Extended IP ACLs

IOS requires that you configure parameters for the three highlighted parts of Figure 3-2.
For the protocol type, you simply use a keyword, such as tcp, udp, or icmp, matching IP
packets that happen to have a TCP, UDP, or ICMP header, respectively, following the IP
header. Or you can use the keyword ip, which means “all IPv4 packets.” You also must con-
figure some values for the source and destination IP address fields that follow; these fields
use the same syntax and options for matching the IP addresses as discussed in Chapter 2,
“Basic IPv4 Access Control Lists.” Figure 3-3 shows the syntax.

Key Keyword ] Address & Wildcard
Topic

access-list 101 permit protocol source_IP  dest_IP

100 - 199 .p

2000 -2699 | tcp Matching
udp Options
icmp
others...

Figure 3-3 Extended ACL Syntax, with Required Fields

NOTE When matching IP addresses in the source and destination fields, there is one
difference with standard ACLs: When matching a specific IP address, the extended ACL
requires the use of the host keyword. You cannot simply list the IP address alone.

Table 3-2 lists several sample access-list commands that use only the required matching
parameters. Feel free to cover the right side and use the table for an exercise, or just review
the explanations to get an idea for the logic in some sample commands.

Table 3-2 Extended access-list Commands and Logic Explanations

access-list Statement What It Matches

access-list 101 deny tcp any any | Any IP packet that has a TCP header

access-list 101 deny udp any any | Any IP packet that has a UDP header

access-list 101 deny icmp any any | Any IP packet that has an ICMP header

access-list 101 deny ip host 1.1.1.1 | All IP packets from host 1.1.1.1 going to host 2.2.2.2,
host 2.2.2.2 regardless of the header after the IP header

access-list 101 deny udp 1.1.1.0 Al IP packets that have a UDP header following the IP
0.0.0.255 any header, from subnet 1.1.1.0/24, and going to any destination
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The last entry in Table 3-2 helps make an important point about how IOS processes

extended ACLs:
Key In an extended ACL access-list command, all the matching parameters must match the
packet for the packet to match the command.

For example, in that last example from Table 3-2, the command checks for UDP, a source
IP address from subnet 1.1.1.0/24, and any destination IP address. If a packet with source
IP address 1.1.1.1 were examined, it would match the source IP address check, but if it had
a TCP header instead of UDP, it would not match this access-list command. All parameters
must match.

Matching TCP and UDP Port Numbers
Extended ACLs can also examine parts of the TCP and UDP headers, particularly the source
and destination port number fields. The port numbers identify the application that sends or
receives the data.

The most useful ports to check are the well-known ports used by servers. For example, web
servers use well-known port 80 by default. Figure 3-4 shows the location of the port num-
bers in the TCP header, following the IP header.

IP Header TCP Header
Key A A
Topic K 9 1 2 4 4 Variable!’ 2 2 16+
MIS;?;!:;;OUS Protocol| Header |Source IP|Destination IP Obtions Source | Dest. Rng t
; 6 (TCP) | Checksum | Address Address P Port | Port
Fields TCP
l6-TCP N A

Figure 3-4 [P Header, Followed by a TCP Header and Port Number Fields

When an extended ACL command includes either the tcp or udp keyword, that command
can optionally reference the source and/or destination port. To make these comparisons,
the syntax uses keywords for equal, not equal, less than, greater than, and for a range of
port numbers. In addition, the command can use either the literal decimal port numbers or
more convenient keywords for some well-known application ports. Figure 3-5 shows the
positions of the source and destination port fields in the access-list command and these
port number keywords.

Key Matching
1[e)e][e] access-list 101 permit  protocol source_IP source_port dest_IP dest_port

tep eq__ eq__
udp ne__ ne__
It_ It_
gt__ gt__
range __ range __
Legend: |eq: = It: < ne: # gt: > range:x toy

Figure 3-5 Exrended ACL Syntax with TCP and UDP Port Numbers Enabled

Answers to the “Do | Know This Already?” quiz:
1E,LF2AE3E4A C5C,D6C,D
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For example, consider the simple network shown in Figure 3-6. The FTP server sits on the
right, with the client on the left. The figure shows the syntax of an ACL that matches the
following:

m Packets that include a TCP header

m Packets sent from the client subnet

m Packets sent to the server subnet
|

Packets with TCP destination port 21 (FTP server control port)

_-I Source 172.16.1.1 Destination 172.16.3.1 | Source Port > 1023 Destination Port 21 |—>

172.16.1.0/24 172.16.3.0/24
172.16.3.1
IN ouT
..... N~ E-l|
S0/1 Fa0/0 [ w===
Port 21

access-list 101 permit tcp 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255 eq 21

4 4 4

Source IP Destination IP  Destination Port
Figure 3-6 Filrering Packers Based on Destination Port

To fully appreciate the matching of the destination port with the eq 21 parameters, con-
sider packets moving from left to right, from PC1 to the server. Assuming the server uses
well-known port 21 (FTP control port), the packet’s TCP header has a destination port value
of 21. The ACL syntax includes the eq 21 parameters after the destination IP address. The
position after the destination address parameters is important: that position identifies the
fact that the eq 21 parameters should be compared to the packet’s destination port. As a
result, the ACL statement shown in Figure 3-6 would match this packet and the destination
port of 21 if used in any of the four locations implied by the four dashed arrowed lines in
the figure.

Conversely, Figure 3-7 shows the reverse flow, with a packet sent by the server back toward
PC1. In this case, the packet’s TCP header has a source port of 21, so the ACL must check
the source port value of 21, and the ACL must be located on different interfaces. In this
case, the eq 21 parameters follow the source address field but come before the destination

address field.
Key <—{ Source 172.16.3.1 Destination 172.16.1.1 | Source Port 21 Destination Port > 1023 |
Topic
172.16.1.0/24 172.16.3.0/24

IN 172.16.3.1

ouT IN =
S0/0 ‘e-r‘ E-II

S0/1 Fa0/0 [ weem
Port 21

access-list 101 permit tcp 172.16.3.0 0.0.0.255 eq 21 172.16.1.0 0.0.0.255

Source Address T Destination Address
Source Port

Figure 3-7 Filtering Packets Based on Source Port
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When examining ACLs that match port numbers, first consider the location and direction in
which the ACL will be applied. That direction determines whether the packet is being sent
to the server or from the server. At that point, you can decide whether you need to check
the source or destination port in the packet. For reference, Table 3-3 lists many of the pop-
ular port numbers and their transport layer protocols and applications. Note that the syntax
of the access-list commands accepts both the port numbers and a shorthand version of the
application name.

Table 3-3 Popular Applications and Their Well-Known Port Numbers

Port Number(s) Protocol Application access-list Command Keyword
20 TCP FTP data ftp-data
21 TCP FTP control ftp

22 TCP SSH —

23 TCP Telnet telnet
25 TCP SMTP smtp

53 UDP, TCP |DNS domain
67 uDP DHCP Server bootps
68 uUDP DHCP Client bootpc
69 UDP TFTP tftp

80 TCP HTTP (WWW) WWW
110 TCP POP3 pop3
161 UDP SNMP snmp
443 TCP SSL —

514 UDP Syslog —
16,384-32,767 uDP RTP (voice, video) |—

Table 3-4 lists several sample access-list commands that match based on port numbers.
Cover the right side of the table, and try to characterize the packets matched by each com-
mand. Then check the right side of the table to see if you agree with the assessment.

Table 3-4 Extended access-list Command Examples and Logic Explanations

access-list Statement What It Matches

access-list 101 deny tcp any gt | Packets with a TCP header, any source IP address, with

49151 host 10.1.1.1 eq 23 a source port greater than (gt) 49151, a destination IP
address of exactly 10.1.1.1, and a destination port equal to
(eq) 23.

access-list 101 deny tcp any The same as the preceding example, but any source port

host 10.1.1.1 eq 23 matches, because that parameter is omitted in this case.

access-list 101 deny tcp any The same as the preceding example. The telnet keyword is

host 10.1.1.1 eq telnet used instead of port 23.

access-list 101 deny udp 1.0.0.0 | A packet with a source in network 1.0.0.0/8, using UDP

0.255.255.255 1t 1023 any with a source port less than (It) 1023, with any destination
IP address.
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Extended IP ACL Configuration

Because extended ACLs can match so many different fields in the various headers in an IP pack-
et, the command syntax cannot be easily summarized in a single generic command. However,
the two commands in Table 3-5 summarize the syntax options as covered in this book.

Table 3-5 Extended IP Access List Configuration Commands

Command Configuration Mode and Description

access-list access-list-number {deny | permit} Global command for extended numbered
protocol source source-wildcard destination access lists. Use a number between 100
destination-wildcard [log | log-input] and 199 or 2000 and 2699, inclusive.

access-list access-list-number {deny | permit} {tcp | A version of the access-list command

| udp} source source-wildcard [operator [port]] | with parameters specific to TCP and/or
destinarion destination-wildcard [operator UDP.

[port]] [established] [log]

The configuration process for extended ACLs mostly matches the same process used for
standard ACLs. You must choose the location and direction in which to enable the ACL,
particularly the direction, so that you can characterize whether certain addresses and ports
will be either the source or destination. Configure the ACL using access-list commands, and
when complete, then enable the ACL using the same ip access-group command used with
standard ACLs. All these steps mirror what you do with standard ACLs; however, when con-
figuring, keep the following differences in mind:

Key m Place extended ACLs as close as possible to the source of the packets that will be fil-
Topic tered. Filtering close to the source of the packets saves some bandwidth.

m Remember that all fields in one access-list command must match a packet for the packet
to be considered to match that access-list statement.

m Use numbers of 100-199 and 2000-2699 on the access-list commands; no one number is
inherently better than another.

Extended IP Access Lists: Example 1
This example focuses on understanding basic syntax. In this case, the ACL denies Bob access
to all FTP servers on R1’s Ethernet, and it denies Larry access to Server1’s web server. Figure
3-8 shows the network topology; Example 3-1 shows the configuration on R1.

Serveri
A
S & e
EII — 50 N ——
— so/l/s1 172.16.2.10
172.16.1.100 <-- S
Server2 EO S1 R s Bob
o - o
-I— N = ="
— 172.16.3.10
172.16.1.102
Jimmy Jerry

Figure 3-8 Nerwork Diagram for Extended Access List Example 1
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Example 3-1 R1’s Extended Access List: Example 1

interface Serial0
ip address 172.16.12.1 255.255.255.0
ip access-group 101 in
!
interface Seriall
ip address 172.16.13.1 255.255.255.0
ip access-group 101 in
!
access-list 101 remark Stop Bob to FTP servers, and Larry to Serverl web
access-list 101 deny tcp host 172.16.3.10 172.16.1.0 0.0.0.255 eq ftp
access-list 101 deny tcp host 172.16.2.10 host 172.16.1.100 eqg www

access-list 101 permit ip any any

The first ACL statement prevents Bob’s access to FTP servers in subnet 172.16.1.0. The
second statement prevents Larry’s access to web services on Serverl. The final statement
permits all other traffic.

If we focus on the syntax for a moment, we can see several new items to review. First, the
access-list number for extended access lists falls in the range of 100 to 199 or 2000 to 2699.
Following the permit or deny action, the protocol parameter defines whether you want to
check for all IP packets or specific headers, such as TCP or UDP headers. When you check
for TCP or UDP port numbers, you must specify the TCP or UDP protocol. Both FTP and
the web use TCP.

This example uses the eq parameter, meaning “equals,” to check the destination port num-
bers for FTP control (keyword ftp) and HTTP traffic (keyword www). You can use the
numeric values—or, for the more popular options, a more obvious text version is valid. (If
you were to type eq 80, the config would show eq www.)

This example enables the ACL in two places on R1: inbound on each serial interface. These
locations achieve the goal of the ACL. However, that initial placement was made to make
the point that Cisco suggests that you locate them as close as possible to the source of the
packet. Therefore, Example 3-2 achieves the same goal as Example 3-1 of stopping Bob’s
access to FTP servers at the main site, and it does so with an ACL on R3.

Example 3-2 R3’s Extended Access List Stopping Bob from Reaching FTP Servers
Near R1

interface EthernetO
ip address 172.16.3.1 255.255.255.0

ip access-group 103 in

access-list 103 remark deny Bob to FTP servers in subnet 172.16.1.0/24
access-list 103 deny tcp host 172.16.3.10 172.16.1.0 0.0.0.255 eq ftp

access-list 103 permit ip any any

The new configuration on R3 meets the goals to filter Bob’s traffic, while also meeting the
overarching design goal of keeping the ACL close to the source of the packets. ACL 103
on R3 looks a lot like ACL 101 on R1 from Example 3-1, but this time, the ACL does not
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bother to check for the criteria to match Larry’s traffic, because Larry’s traffic will never
enter R3’s Ethernet 0 interface. ACL 103 filters Bob’s FTP traffic to destinations in subnet
172.16.1.0/24, with all other traffic entering R3’s EO interface making it into the network.

Extended IP Access Lists: Example 2
Example 3-3, based on the network shown in Figure 3-9, shows another example of how to
use extended IP access lists. This example uses the following criteria:
m Sam is not allowed access to the subnet of Bugs or Daffy.
m Hosts on the Seville Ethernet are not allowed access to hosts on the Yosemite Ethernet.
m All other combinations are allowed.

Bugs Daffy
10.1.1.1 10.1.1.2

= 1
— i—

| T Subnet10.1.1.0

Subnet 10.1.128.0 Subnet 10.1.130.0

sO sO
Yosemite Subnet 10.1.129.0 Seville
@ S1 < @
s
EO EO
Subnet 10.1.2.0 Subnet 10.1.3.0

i s
== 2 2

— ~ —E ’
Sam Emma Elmer Red
10.1.2.1 10.1.2.2 10.1.3.1 10.1.3.2

Figure 3-9 Nerwork Diagram for Extended Access List Example 2

Example 3-3 Yosemite Configuration for Extended Access List Example 2

interface ethernet 0
ip access-group 110 in
!
access-list 110 deny ip host 10.1.2.1 10.1.1.0 0.0.0.255
access-1list 110 deny ip 10.1.2.0 0.0.0.255 10.1.3.0 0.0.0.255

access-list 110 permit ip any any

This configuration solves the problem with few statements while keeping to the Cisco
design guideline of placing extended ACLs as close as possible to the source of the traffic.
The ACL filters packets that enter Yosemite’s EQ interface, which is the first router interface
that packets sent by Sam enter. If the route between Yosemite and the other subnets chang-
es over time, the ACL still applies. Also, the filtering mandated by the second requirement
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(to disallow Seville’s LAN hosts from accessing Yosemite’s) is met by the second access-list
statement. Stopping packet flow from Yosemite’s LAN subnet to Seville’s LAN subnet stops
effective communication between the two subnets. Alternatively, the opposite logic could
have been configured at Seville.

Practice Building access-list Commands

Table 3-6 supplies a practice exercise to help you get comfortable with the syntax of the
extended access-list command, particularly with choosing the correct matching logic. Your
job: create a one-line extended ACL that matches the packets. The answers are in the sec-
tion “Answers to Earlier Practice Problems,” later in this chapter. Note that if the criteria
mention a particular application protocol, for example, “web client,” that means to specifi-
cally match for that application protocol.

Table 3-6 Building One-Line Extended ACLs: Practice

Problem Criteria

1

From web client 10.1.1.1, sent to a web server in subnet 10.1.2.0/24.

2

From Telnet client 172.16.4.3/25, sent to a Telnet server in subnet 172.16.3.0/25.
Match all hosts in the client’s subnet as well.

ICMP messages from the subnet in which 192.168.7.200/26 resides to all hosts in
the subnet where 192.168.7.14/29 resides.

From web server 10.2.3.4/23’s subnet to clients in the same subnet as host
10.4.5.6/22.

From Telnet server 172.20.1.0/24’s subnet, sent to any host in the same subnet as
host 172.20.44.1/23.

From web client 192.168.99.99/28, sent to a web server in subnet 192.168.176.0/28.
Match all hosts in the client’s subnet as well.

ICMP messages from the subnet in which 10.55.66.77/25 resides to all hosts in the
subnet where 10.66.55.44/26 resides.

8

Any and every IPv4 packet.

Named ACLs and ACL Editing

Now that you have a good understanding of the core concepts in IOS IP ACLs, this section
examines a few enhancements to 10S support for ACLs: named ACLs and ACL editing with
sequence numbers. Although both features are useful and important, neither adds any func-
tion as to what a router can and cannot filter. Instead, named ACLs and ACL sequence num-
bers make it easier to remember ACL names and edit existing ACLs when an ACL needs to
change.

Named IP Access Lists

Named IP ACLs have many similarities with numbered IP ACLs. They can be used for filter-
ing packets, plus for many other purposes. They can match the same fields as well: standard
numbered ACLs can match the same fields as a standard named ACL, and extended num-
bered ACLs can match the same fields as an extended named ACL.

Of course, there are differences between named and numbered ACLs. Named ACLs origi-
nally had three big differences compared to numbered ACLs:
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Key m Using names instead of numbers to identify the ACL, making it easier to remember the
Topic reason for the ACL

m Using ACL subcommands, not global commands, to define the action and matching
parameters

m Using ACL editing features that allow the CLI user to delete individual lines from the
ACL and insert new lines

You can easily learn named ACL configuration by just converting numbered ACLs to use
the equivalent named ACL configuration. Figure 3-10 shows just such a conversion, using a
simple three-line standard ACL number 1. To create the three permit subcommands for the
named ACL, you literally copy parts of the three numbered ACL commands, beginning with
the permit keyword.

Numbered ACL Named ACL

ip access-list standard name
access-list 1 permit 1.1.1.1 permit 1.1.1.1
access-list 1 permit 2.2.2.2 - permit 2.2.2.2
access-list 1 permit 3.3.3.3 permit 3.3.3.3

Figure 3-10 Named ACL Versus Numbered ACL Configuration

The only truly new part of the named ACL configuration is the ip access-list global con-
figuration command. This command defines whether an ACL is a standard or extended
ACL and defines the name. It also moves the user to ACL configuration mode, as shown
in upcoming Example 3-4. Once in ACL configuration mode, you configure permit, deny,
and remark commands that mirror the syntax of numbered ACL access-list commands. If
you're configuring a standard named ACL, these commands match the syntax of standard
numbered ACLs; if youre configuring extended named ACLs, they match the syntax of
extended numbered ACLs.

Example 3-4 shows the configuration of a named extended ACL. Pay particular attention to
the configuration mode prompts, which show ACL configuration mode.

Example 3-4 Named Access List Configuration

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# ip access-list extended barney

Router (config-ext-nacl)# permit tcp host 10.1.1.2 eqg www any

Router (config-ext-nacl)# deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
Router (config-ext-nacl)# deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255
Router (config-ext-nacl)# deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255

(

(

Router (config-ext-nacl)# permit ip any any

Router (config-ext-nacl)# interface seriall
(

Router (config-if)# ip access-group barney out

A

Router (config-if)# "2

Router# show running-config

Building configuration...
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Current configuration:
! lines omitted for brevity

interface serial 1

ip access-group barney out

!
ip access-list extended barney
permit tcp host 10.1.1.2 eq www any
deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255
deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255

permit ip any any

Example 3-4 begins with the creation of an ACL named barney. The ip access-list extended
barney command creates the ACL, naming it barney and placing the user in ACL configura-
tion mode. This command also tells the IOS that barney is an extended ACL. Next, five dif-
ferent permit and deny statements define the matching logic and action to be taken upon

a match. The show running-config command output lists the named ACL configuration
before the single entry is deleted.

Named ACLs allow the user to delete and add new lines to the ACL from within ACL con-
figuration mode. Example 3-5 shows how, with the no deny ip... command deleting a single
entry from the ACL. Notice that the output of the show access-list command at the end of
the example still lists the ACL, with four permit and deny commands instead of five.

Example 3-5 Removing One Command from a Named ACL

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# ip access-list extended barney

Router (config-ext-nacl)# no deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255
Router (config-ext-nacl)# “Z

Router# show access-list

Extended IP access list barney
10 permit tcp host 10.1.1.2 eqg www any
20 deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
30 deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255

50 permit ip any any

Editing ACLs Using Sequence Numbers
Numbered ACLs have existed in IOS since the early days of Cisco routers and IOS; how-
ever, for many years, through many 1OS versions, the ability to edit a numbered IP ACL was
poor. For example, to simply delete a line from the ACL, the user had to delete the entire
ACL and then reconfigure it.

The ACL editing feature uses an ACL sequence number that is added to each ACL permit
or deny statement, with the numbers representing the sequence of statements in the ACL.
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ACL sequence numbers provide the following features for both numbered and named

ACLs:
Key New configuration style for numbered: Numbered ACLs use a configuration style like
Topic named ACLs, as well as the traditional style, for the same ACL; the new style is required

to perform advanced ACL editing.

Deleting single lines: An individual ACL permit or deny statement can be deleted with a
no sequence-number subcommand.

Inserting new lines: Newly added permit and deny commands can be configured with

a sequence number before the deny or permit command, dictating the location of the
statement within the ACL.

Automatic sequence numbering: IOS adds sequence numbers to commands as you con-
figure them, even if you do not include the sequence numbers.

To take advantage of the ability to delete and insert lines in an ACL, both numbered and
named ACLs must use the same overall configuration style and commands used for named
ACLs. The only difference in syntax is whether a name or number is used. Example 3-6
shows the configuration of a standard numbered IP ACL, using this alternative configura-
tion style. The example shows the power of the ACL sequence number for editing. In this
example, the following occurs:

Step 1. Numbered ACL 24 is configured using this new-style configuration, with three
permit commands.

Step 2. The show ip access-lists command shows the three permit commands with
sequence numbers 10, 20, and 30.

Step 3. The engineer deletes only the second permit command using the no 20 ACL
subcommand, which simply refers to sequence number 20.

Step 4. The show ip access-lists command confirms that the ACL now has only two
lines (sequence numbers 10 and 30).

Step 5. The engineer adds a new deny command to the beginning of the ACL, using
the 5 deny 10.1.1.1 ACL subcommand.

Step 6. The show ip access-lists command again confirms the changes, this time listing
three commands, sequence numbers 5, 10, and 30.

NOTE For this example, note that the user does not leave configuration mode, instead
using the do command to tell IOS to issue the show ip access-lists EXEC command from
configuration mode.

Example 3-6 Editing ACLs Using Sequence Numbers

! Step 1: The 3-line Standard Numbered IP ACL is configured.
R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)# ip access-list standard 24

Rl (config-std-nacl)# permit 10.1.1.0 0.0.0.255

Rl (config-std-nacl)# permit 10.1.2.0 0.0.0.255
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Rl (config-std-nacl)# permit 10.1.3.0 0.0.0.255

! Step 2: Displaying the ACL's contents, without leaving configuration mode.
Rl (config-std-nacl)# do show ip access-lists 24
Standard IP access list 24

10 permit 10.1.1.0, wildcard bits 0.0.0.255

20 permit 10.1.2.0, wildcard bits 0.0.0.255

30 permit 10.1.3.0, wildcard bits 0.0.0.255

! Step 3: Still in ACL 24 configuration mode, the line with sequence number 20 is
deleted.

Rl (config-std-nacl)# no 20

! Step 4: Displaying the ACL's contents again, without leaving configuration mode.
! Note that line number 20 is no longer listed.
Rl (config-std-nacl) #do show ip access-lists 24
Standard IP access list 24
10 permit 10.1.1.0, wildcard bits 0.0.0.255
30 permit 10.1.3.0, wildcard bits 0.0.0.255

! Step 5: Inserting a new first line in the ACL.

Rl (config-std-nacl)# 5 deny 10.1.1.1

! Step 6: Displaying the ACL's contents one last time, with the new statement
! (sequence number 5) listed first.
Rl (config-std-nacl)# do show ip access-lists 24
Standard IP access list 24
5 deny 10.1.1.1
10 permit 10.1.1.0, wildcard bits 0.0.0.255
30 permit 10.1.3.0, wildcard bits 0.0.0.255

Note that although Example 3-6 uses a numbered ACL, named ACLs use the same process
to edit (add and remove) entries.

Numbered ACL Configuration Versus Named ACL Configuration
As a brief aside about numbered ACLs, note that IOS actually allows two ways to config-
ure numbered ACLs in the more recent versions of IOS. First, IOS supports the traditional
method, using the access-list global commands shown earlier in Examples 3-1, 3-2, and 3-3.
I0S also supports the numbered ACL configuration with commands just like named ACLs,
as shown in Example 3-6.

Oddly, IOS always stores numbered ACLs with the original style of configuration, as global
access-list commands, no matter which method is used to configure the ACL. Example 3-7
demonstrates these facts, picking up where Example 3-6 ended, with the following addi-
tional steps:

Step 7.  The engineer lists the configuration (show running-config), which lists the old-
style configuration commands—even though the ACL was created with the
new-style commands.
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Step 8.  The engineer adds a new statement to the end of the ACL using the old-style
access-list 24 permit 10.1.4.0 0.0.0.255 global configuration command.

Step 9. The show ip access-lists command confirms that the old-style access-list com-
mand from the previous step followed the rule of being added only to the end
of the ACL.

Step 10. The engineer displays the configuration to confirm that the parts of ACL 24
configured with both new-style commands and old-style commands are all
listed in the same old-style ACL (show running-config).

Example 3-7 Adding to and Displaying a Numbered ACL Configuration

! Step 7: A configuration snippet for ACL 24.
R1# show running-config

! The only lines shown are the lines from ACL 24
access-list 24 deny 10.1.1.1

access-list 24 permit 10.1.1.0 0.0.0.255
access-list 24 permit 10.1.3.0 0.0.0.255

! Step 8: Adding a new access-list 24 global command

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)# access-1list 24 permit 10.1.4.0 0.0.0.255

Rl (config)# "z

! Step 9: Displaying the ACL's contents again, with sequence numbers. Note that even
! the new statement has been automatically assigned a sequence number.
R1# show ip access-lists 24
Standard IP access list 24
5 deny 10.1.1.1
10 permit 10.1.1.0, wildcard bits 0.0.0.255
30 permit 10.1.3.0, wildcard bits 0.0.0.255
40 permit 10.1.4.0, wildcard bits 0.0.0.255
! Step 10: The numbered ACL config remains in old-style configuration commands.
R1# show running-config
! The only lines shown are the lines from ACL 24
access-list 24 deny 10.1.1.1
access-list 24 permit 10.1.1.0 0.0.0.255
access-list 24 permit 10.1.3.0 0.0.0.255
1

access-list 24 permit 10.1.4.0 0.0.0.255

ACL Implementation Considerations
ACLs can be a great tool to enhance the security of a network, but engineers should think about
some broader issues before simply configuring an ACL to fix a problem. To help, Cisco makes
the following general recommendations in the courses on which the CCNA exam is based:
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Key

m Place extended ACLs as close as possible to the source of the packet. This strategy
allows ACLs to discard the packets early.

m Place standard ACLs as close as possible to the destination of the packet. This strategy
avoids the mistake with standard ACLs (which match the source IPv4 address only) of
unintentionally discarding packets that did not need to be discarded.

m Place more specific statements early in the ACL.

m Disable an ACL from its interface (using the no ip access-group interface subcommand)
before making changes to the ACL.

The first point deals with the concept of where to locate your ACLs. If you intend to filter
a packet, filtering closer to the packet’s source means that the packet takes up less band-
width in the network, which seems to be more efficient—and it is. Therefore, Cisco sug-
gests locating extended ACLs as close to the source as possible.

However, the second point seems to contradict the first point, at least for standard ACLs,
to locate them close to the destination. Why? Well, because standard ACLs look only at
the source IP address, they tend to filter more than you want filtered when placed close to
the source. For example, imagine that Fred and Barney are separated by four routers. If you
filter Barney’s traffic sent to Fred on the first router, Barney can’t reach any hosts near the
other three routers. So, the Cisco courses make a blanket recommendation to locate stan-
dard ACLs closer to the destination to avoid filtering traffic you do not mean to filter.

For the third item in the list, by placing more specific matching parameters early in each
list, you are less likely to make mistakes in the ACL. For example, imagine that the ACL
first listed a command that permitted traffic going to 10.1.1.0/24, and the second command
denied traffic going to host 10.1.1.1. Packets sent to host 10.1.1.1 would match the first
command, and never match the more specific second command. Note that later IOS ver-
sions prevent this mistake during configuration in some cases.

Finally, Cisco recommends that you disable the ACLs on the interfaces before you change
the statements in the list. By doing so, you avoid issues with the ACL during an interim
state. First, if you delete an entire ACL and leave the IP ACL enabled on an interface with
the ip access-group command, 10S does not filter any packets (that was not always the case
in far earlier IOS versions)! As soon as you add one ACL command to that enabled ACL,
however, 10S starts filtering packets based on that ACL. Those interim ACL configurations
could cause problems.

For example, suppose you have ACL 101 enabled on S0/0/0 for output packets. You delete
list 101 so that all packets are allowed through. Then you enter a single access-list 101
command. As soon as you press Enter, the list exists, and the router filters all packets exit-
ing S0/0/0 based on the one-line list. If you want to enter a long ACL, you might temporari-
ly filter packets you don’t want to filter! Therefore, the better way is to disable the list from
the interface, make the changes to the list, and then reenable it on the interface.

Additional Reading on ACLs

Cisco has long included IP ACLs in the CCNA exam. Preceding the current CCNA 200-
301 exam, the CCNA R&S 200-125 exam included IP ACL troubleshooting. If you would
like to learn more about ACLs, particularly about troubleshooting ACLs, as well as some
unexpected behavior with ACLs and router-generated packets, refer to the section titled
“Troubleshooting with IPv4 ACLs,” in Appendix D, “Topics from Previous Editions.”
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Chapter 3: Advanced IPv4 Access Control Lists

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the “Your Study Plan” element
for more details. Table 3-7 outlines the key review elements and where you can find them.
To better track your study progress, record when you completed these activities in the sec-
ond column.

Table 3-7 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP
Review memory tables Book, website
Review command tables Book

Review All the Key Topics
Table 3-8 Key Topics for Chapter 3

Key Topic Description Page
Element Number
Figure 3-3 Syntax and notes about the three required matching fields in the | 47
extended ACL access-list command
Paragraph Summary of extended ACL logic that all parameters must match | 48
in a single access-list statement for a match to occur
Figure 3-4 Drawing of the IP header followed by a TCP header 48
Figure 3-5 Syntax and notes about matching TCP and UDP ports with 48
extended ACL access-list commands
Figure 3-7 Logic and syntax to match TCP source ports 49
List Guidelines for using extended numbered IP ACLs 51
List Differences between named and numbered ACLs when named |55
ACLs introduced
List Features enabled by ACL sequence numbers 57
List ACL implementation recommendations 60

Key Terms You Should Know

extended access list, named access list

Command References

Tables 3-9 and 3-10 list configuration and verification commands used in this chapter. As
an easy review exercise, cover the left column in a table, read the right column, and try to
recall the command without looking. Then repeat the exercise, covering the right column,
and try to recall what the command does.

61
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Table 3-9 Chapter 3 ACL Configuration Command Reference

Command Description

access-list access-list-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard [log)

Global command for extended numbered
access lists. Use a number between 100 and
199 or 2000 and 2699, inclusive.

access-list access-list-number {deny

| permit} tcp source source-wildcard
[operator [port]] destinarion destination-
wildcard [operator [port]] [log]

A version of the access-list command with
TCP-specific parameters.

access-list access-list-number remark rexr

Command that defines a remark to help you
remember what the ACL is supposed to do.

ip access-group {number | name [in | out]}

Interface subcommand to enable access lists.

access-class number | name [in | out]

Line subcommand to enable either standard or
extended access lists on vty lines.

ip access-list {standard | extended} name

Global command to configure a named
standard or extended ACL and enter ACL
configuration mode.

{deny | permit} source [source wildcard)]
[log]

ACL mode subcommand to configure the
matching details and action for a standard
named ACL.

{deny | permit} protocol source source-
wildcard destination destination-wildcard

[log]

ACL mode subcommand to configure the
matching details and action for an extended
named ACL.

{deny | permit} tcp source source-wildcard
[operator [port]] destination destination-
wildcard [operator [port]] [log]

ACL mode subcommand to configure the
matching details and action for a named ACL
that matches TCP segments.

remark rexr

ACL mode subcommand to configure a
description of a named ACL.

Table 3-10 Chapter 3 EXEC Command Reference

Command Description

show ip interface [type number]

Includes a reference to the access lists enabled
on the interface

show access-lists [access-list-number |
access-list-name]

Shows details of configured access lists for all
protocols

show ip access-lists [access-list-number |
access-list-name]

Shows IP access lists

Answers to Earlier Practice Problems

Table 3-11 lists the answers to the practice problems listed in Table 3-6. Note that for any
question that references a client, you might have chosen to match port numbers greater than
49151, matching all dynamic ports. The answers in this table mostly ignore that option, but
just to show one sample, the answer to the first problem lists one with a reference to client
ports greater than 49151 and one without. The remaining answers simply omit this part of

the logic.
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Table 3-11 Building One-Line Extended ACLs: Answers
1 access-list 101 permit tcp host 10.1.1.1 10.1.2.0 0.0.0.255 eq www

or

access-list 101 permit tcp host 10.1.1.1 gt 49151 10.1.2.0 0.0.0.255 eq www
access-list 102 permit tcp 172.16.4.0 0.0.0.127 172.16.3.0 0.0.0.127 eq telnet
access-list 103 permit icmp 192.168.7192 0.0.0.63 192.168.7.8 0.0.0.7

access-list 104 permit tcp 10.2.2.0 0.0.1.255 eq www 10.4.4.0 0.0.3.255
access-list 105 permit tcp 172.20.1.0 0.0.0.255 eq 23 172.20.44.0 0.0.1.255
access-list 106 permit tcp 192.168.99.96 0.0.0.15 192.168.176.0 0.0.0.15 eq www
access-list 107 permit icmp 10.55.66.0 0.0.0.127 10.66.55.0 0.0.0.63

access-list 108 permit ip any any

N[O |ut bW
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Part | Review

Keep track of your part review progress with the checklist in Table P1-1. Details about each
task follow the table.

Table P1-1 Part | Review Checklist

Activity 1st Date Completed 2nd Date Completed

Repeat All DIKTA Questions

Answer Part Review Questions

Review Key Topics

Do Labs

Repeat All DIKTA Questions

For this task, use the PTP software to answer the “Do I Know This Already?” questions
again for the chapters in this part of the book.

Answer Part Review Questions

For this task, use PTP to answer the Part Review questions for this part of the book.

Review Key Topics

Review all key topics in all chapters in this part, either by browsing the chapters or by using
the Key Topics application on the companion website.

Do Labs

Depending on your chosen lab tool, here are some suggestions for what to do in the lab:

Pearson Network Simulator: If you use the full Pearson CCNA simulator, focus more on
the configuration scenario and troubleshooting scenario labs associated with the topics
in this part of the book. These types of labs include a larger set of topics and work well
as Part Review activities. (See the Introduction for some details about how to find which
labs are about topics in this part of the book.)

Config Labs: In your idle moments, review and repeat any of the Config Labs for this
book part in the author’s blog; navigate to blog.certskills.com/config-labs for instructions
on how to navigate to the labs.

Other: If you are using other lab tools, here are a few suggestions: when building ACL
labs, you can test with Telnet (port 23), SSH (port 22), ping (ICMP), and traceroute (UDP)
traffic as generated from an extra router. So, do not just configure the ACL; make an
ACL that can match these types of traffic, denying some and permitting others, and then
test.


http://blog.certskills.com/config-labs
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With the introduction of the new CCNA certification in early 2020, Cisco expanded the
number of security topics in comparison to the old CCNA Routing and Switching certifica-
tion. Part II includes the majority of the new security topics added to the new CCNA 200-
301 certification as well as a few of the classic topics found in previous CCNA R&S exams.

Chapter 4 kicks off Part Il with a wide description of security threats, vulnerabilities, and
exploits. This introductory chapter sets the stage to help you think more like a security
engineer.

Chapters 5, 6, and 8 then focus on a wide range of short security topics. Those topics
include Chapter 5’s discussion of how to protect router and switch logins and passwords,
along with an introduction to the functions and roles of firewalls or intrusion protection
systems (IPSs). Chapters 6 and 8 then get into three separate security features built into
Cisco switches: port security (Chapter 6), DHCP Snooping (Chapter 8), and Dynamic ARP
Inspection (DAI). All three security features require a switch to examine frames as they
enter the switch interface. This information enables port security, DHCP Snooping, and DAI
to decide whether to allow the message to continue on its way.

Chapter 7 discusses the Dynamic Host Configuration Protocol (DHCP) as an end to itself.
While this topic is actually an IP Service and would be a great fit for Part III (IP Services),
the topics in Chapter 8 require that you know DHCP, so Chapter 7 sets that stage.



Part Il

Security Services

Chapter 4: Security Architectures

Chapter 5: Securing Network Devices

Chapter 6: Implementing Switch Port Security
Chapter 7: Implementing DHCP

Chapter 8: DHCP Snooping and ARP Inspection

Part Il Review




Security Architectures

This chapter covers the following exam topics:

5.0 Security Fundamentals

5.1 Define key security concepts (threats, vulnerabilities, exploits, and mitigation
techniques)

5.2 Describe security program elements (user awareness, training, and physical access
control)

5.4 Describe security password policies elements, such as management, complexity, and
password alternatives (multifactor authentication, certificates, and biometrics)

5.8 Differentiate authentication, authorization, and accounting concepts

As you have learned about various networking technologies, your attention has probably
been focused on using network devices to build functional networks. After all, networks
should let data flow freely so that all connected users have a good experience, right? The
unfortunate fact is that not all connected users can be trusted to obey the rules and be good
network citizens. In this chapter, you will learn about many aspects of an enterprise network
that can be exploited, as well as some ways you can protect them.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. The letter answers are listed at the bottom
of the page following the quiz. Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers and explanations. You can also find
both answers and explanations in the PTP testing software.

Table 4-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Security Terminology 1-2
Common Security Threats 3-7
Controlling and Monitoring User Access 8
Developing a Security Program to Educate Users 9

1. Which one of the following terms means anything that can be considered to be a
weakness that can compromise security?

a. Exploit
b. Vulnerability
c. Attack
d. Threat



. An actual potential to exploit a vulnerability is known as which one of the following
terms?

a. Vulnerability

b. Attack
c. Exploit
d. Threat

. In a spoofing attack, which of the following parameters are commonly spoofed?
(Choose two answers.)

a. MAC address

b. Source IP address

c. Destination IP address

d. ARP address

. Suppose an attacker sends a series of packets toward a destination IP address with the

TCP SYN flag set but sends no other packet types. Which of the following attacks is
likely taking place?

a. Spoofing attack
Reflection attack
Reconnaissance attack

Denial-of-service attack

o 2o o

None of the choices are correct.

. Inareflection attack, the source IP address in the attack packets is spoofed so that it
contains which one of the following entities?

a. The address of the attacker

b. The address of the reflector

c. The address of the victim

d. The address of the router

. During a successful man-in-the-middle attack, which two of the following actions is
an attacker most likely to perform?

a. Eavesdrop on traffic passing between hosts

b. Induce a buffer overflow on multiple hosts

c. Modify data passing between hosts
d

Use ping sweeps and port scans to discover the network
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7. Which one of the following is the goal of a brute-force attack?
a. Try every possible TCP port until a service answers

b. Try every possible combination of keyboard characters to guess a user’s
password

c Initiate a denial-of-service operation on every possible host in a subnet

d. Spoof every possible IP address in an organization

8. Which one of the following is an example of a AAA server?

a. DHCP
b. DNS
c. SNMP
d. ISE

9. Physical access control is important for which one of the following reasons?
a. It prevents unauthorized people from sitting at a corporate user’s desk and using
their computer.
It prevents users from getting angry and damaging computer equipment.
c. It prevents unauthorized access to network closets.

d. It prevents fires from destroying data centers.

Foundation Topics

Security Terminology

In a perfect world, you might build a network that supports every user in an enterprise, with
the assumption that every user is known, every user is approved to access everything on the
network, and every user will use the available resources exactly according to some corpo-
rate guidelines. The network shown in Figure 4-1 might represent such a scenario. Even this
ideal, closed system is not completely secure because a user might decide to misbehave in
order to pester a coworker or to view information on the corporate server that should be
restricted or confidential.

Enterprise

Network

Figure 4-1 An Example of an Enterprise Closed System
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Now consider that almost no enterprise uses such a limited, closed environment. After all,
the enterprise will probably want to somehow connect itself to the public Internet and
perhaps to some corporate partners. It will also probably want to allow its workers to be
mobile and carry laptops, tablets, and smartphones in and out of the corporate boundaries
for convenience. The enterprise might want to provide network access to guests who visit.
If the enterprise offers wireless connectivity to its employees (and guests), it might also
unknowingly offer its wireless access to people who are within range of the signals. And the
list goes on and on. As the network and its connectivity expand, as Figure 4-2 shows, the
enterprise will have more difficulty maintaining the safe, closed boundary around itself.

Enterprise

Business
Partners

1
1
1
1
Internet .
1
1
1
1
1
1
1
1
1

Figure 4-2 An Example Enterprise Extends Beyond Its Own Boundary

To begin securing a network, you first need to understand what might go wrong with it.
Think of an enterprise network as a simple box-shaped facility, as shown in part A of Figure
4-3. When all of the walls, floor, and ceiling are made of a very strong material and are very
thick, the contents inside the box will likely remain safe from harm or theft. The owner,
however, might have a hard time getting in and out of the box.

Key A B c D
Topic

R ’ ’
O

A

Vulnerability Exploit Threat

Figure 4-3 Securiry Terminology Illustrated
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Suppose a door is introduced for convenience, as shown in part B of Figure 4-3. The owner
can now come and go, but so might anyone else. Even if the door is locked, someone might
find a way to get the door open and access the treasures inside. Because no door is impen-
etrable, the door becomes a vulnerabiliry. In terms of security, a vulnerability is anything
that can be considered to be a weakness that can compromise the security of something
else, such as the integrity of data or how a system performs.

Just because a vulnerability exists, nothing is necessarily in jeopardy. In the locked door
example, nobody but the trusted owner can open the door unless some sort of tool other
than the key is used. Such a tool can be used to exploit a vulnerability. In fact, the tool itself
is called an exploit, as shown by the pry bar in part C of Figure 4-3. An exploit is not very
effective if it is used against anything other than the targeted weakness or vulnerability.

Technically, an exploit such as the pry bar is not very effective at all by itself. Someone
must pick it up and use it against the vulnerability. In part D of Figure 4-3, a malicious user
possesses the pry bar and intends to use it to open the locked door. Now there is an actual
potential to break in, destroy, steal, or otherwise modify something without permission.
This is known as a threar.

In the IT world of networks, systems, workstations, and applications, there are many, many
different vulnerabilities and exploits that can be leveraged by malicious users to become
threats to an organization and its data. The remainder of this chapter provides an overview
of many of them, along with some techniques you can leverage to counteract or prevent the
malicious activity. Such measures are known as mitigation techniques. You might be think-
ing of some ways the Figure 4-3 building owner could mitigate the threats he faces. Perhaps
he could add stronger, more secure locks to the door, a more robust door frame to with-
stand prying forces, or an alarm system to detect an intrusion and alert the authorities.

Common Security Threats

Because modern enterprise networks are usually made up of many parts that all work
together, securing them can become a very complex task. As with the simple box analogy,
you cannot effectively try to secure it until you have identified many of the vulnerabilities,
assessed the many exploits that exist, and realized where the threats might come from. Only
then can the appropriate countermeasures and mitigations be put in place.

You should also consider some important attributes of enterprise resources that should be
protected and preserved. As you work through the many threats that are discussed in this
chapter, think about the vulnerability and exploit that makes the threat possible. Notice
how many different parts of the enterprise network exhibit vulnerabilities and how the
threats are crafted to take advantage of the weaknesses.

Attacks That Spoof Addresses

When systems behave normally, parameters and services can be trusted and used effec-
tively. For example, when a machine sends an IP packet, everyone expects the source IP
address to be the machine’s own IP address. The source MAC address in the Ethernet frame

Answers to the “Do | Know This Already?” quiz:
1B2D3A,B4D5C6A,C7B8D9C
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is expected to be the sender’s own MAC address. Even services like DHCP and DNS should
follow suit; if a machine sends a DHCP or DNS request, it expects any DHCP or DNS reply
to come from a legitimate, trusted server.

Spoofing attacks focus on one vulnerability; addresses and services tend to be implicitly
trusted. Attacks usually take place by replacing expected values with spoofed or fake val-
ues. Address spoofing attacks can be simple and straightforward, where one address value is
substituted for another.

For example, an attacker can send packets with a spoofed source IP address instead of its
own, as shown in Figure 4-4. When the target receives the packets, it will send return traf-
fic to the spoofed address, rather than the attacker’s actual address. If the spoofed address
exists, then an unsuspecting host with that address will receive the packet. If the address
does not exist, the packet will be forwarded and then dropped further out in the network.

Target
(Corporate Server)

Attacker

IP Packet
Src: 198.51.100.254 >
Dest: 192.0.2.10

192.0.2.10

IP Packet Reply
Src: 192.0.2.10
Dest: 198.51.100.254

Figure 4-4 A Sample Spoofing Attack

An attacker can send spoofed MAC addresses too, to add false information to the forward-
ing tables used by Layer 2 switches or ARP tables used by other hosts and routers. DHCP
requests with spoofed MAC addresses can also be sent to a legitimate DHCP server, filling
its address lease table and leaving no free IP addresses for normal use.

Note that Chapter 6, “Implementing Switch Port Security,” discusses a tool that can be
used to help mitigate MAC address spoofing. In Chapter 8, “DHCP Snooping and ARP
Inspection,” you can learn more about Dynamic ARP Inspection (DAI) and how to use it to
mitigate IP address spoofing using ARP.

Denial-of-Service Attacks
In the normal operation of a business application, clients open connections to corporate
servers to exchange information. This might occur in the form of web-based sessions that
are open to internal users as well as external users on the public Internet. The process is
simple: users open a web browser to the corporate site, which then opens a TCP connec-
tion with the corporate web server; then some transaction can take place. If all the users are
well behaved and conduct legitimate transactions, the corporate servers are (hopefully) not
stressed and many clients can do business normally.
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Now suppose a malicious user finds a way to open an abnormal connection to the same
corporate server. The TCP connection begins with the malicious user sending a SYN flag

to the server, but the source IP address is replaced with a fake address. The server adds the
TCP connection to its table of client connections and replies to the fake address with a
SYN-ACK. Because the fake address is not involved in the TCP connection, there is no ACK
reply to complete the TCP three-way handshake. The incomplete connection stays in the
server’s table until it eventually times out and is removed. During this time, the attacker can
try to open many, many more abnormal connections at such a rate that the server’s connec-
tion table fills. At that point, the server is no longer able to maintain TCP connections with
legitimate users, so their business transactions all halt. Figure 4-5 illustrates this process.

Target
(Corporate Server)
Attacker A
TCP SYN TCP SYN TCP SYN E
— Src: 198.51.100.254 (H Src: 198.51.100.254 (H Src: 198.51.100.254 (3>
Dest: 192.0.2.10 Dest: 192.0.2.10 Dest: 192.0.2.10 -
[
192.0.2.10
198.51.100.77 | —

TCP SYN-ACK
Src: 192.0.2.10
Dest: 198.51.100.254

TCP SYN-ACK i
Src: 192.0.2.10
| Dest: 198.51.100.254

TCP SYN-ACK
Src: 192.0.2.10
Dest: 198.51.100.254

TCP Connections
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254

Client 198.51.100.254

198.51.100.254

198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
*EULL!™

Figure 4-5 A Sample Denial-of-Service Attack

When an attacker is able to deplete a system resource, services and systems become unavail-
able or crash. This is called a denial-of-service (DoS) attack because it denies service to
legitimate users or operations. DoS attacks can involve something as simple as ICMP echo
(ping) packets, a flood of UDP packets, and TCP connections, such as the TCP SYN flood
attack previously described. Such attacks can be successful provided a system has a vulner-
ability with the protocol or type of traffic that is exploited.
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Attackers can carry the DoS idea even further by enlisting many other systems to partici-
pate. To do this, the attacker sets up a master control computer somewhere on the Internet.
Next, many computers must first be infected with malicious code or malware by leverag-
ing vulnerabilities present in those machines. Each machine then silently becomes a “bot,”
appearing to operate normally, while awaiting commands from the master control. When
the time comes for an attack to begin, the master control sends a command to every bot
and tells it to initiate a denial-of-service attack against a single target host. This is called a
distributed denial-of-service (DDoS) attack because the attack is distributed across a large
number of bots, all flooding or attacking the same target.

Reflection and Amplification Attacks
Recall that in a spoofing attack, the attacker sends packets with a spoofed source address to
a target. The goal is to force the target to deal with the spoofed traffic and send return traf-
fic toward a nonexistent source. The attacker does not care where the return traffic goes or
that it cannot be delivered successfully.

In a somewhat related attack, the attacker again sends packets with a spoofed source
address toward a live host. However, the host is not the intended target; the goal is to get
the host to reflect the exchange toward the spoofed address that is the target. This is known
as a reflection artack as illustrated in Figure 4-6, and the host reflecting the traffic toward
the target is called the reflector. The attacker might also send the spoofed packets to mul-
tiple reflectors, causing the target to receive multiple copies of the unexpected traffic.

Dest: 192.0.2.10

Reflector
(Corporate Server)
Attacker y
IP Packet E
Src: 198.51.100.254 )-
—

192.0.2.10

198.51.100.77 /

IP Packet Reply
Src: 192.0.2.10
Dest: 198.51.100.254

198.51.100.254
Figure 4-6 A Sample Reflection Attack

The impact of a reflection attack might seem limited because a single target host is the vic-
tim, and the amount of traffic being reflected to the target is in proportion to the packets
sent by the attacker. If an attacker is able to send a small amount of traffic to a reflector and
leverage a protocol or service to generate a large volume of traffic toward a target, then an
amplification attack has occurred. In effect, such an attack amplifies the attacker’s efforts
to disrupt the target. Another result is that large amounts of network bandwidth can be
consumed forwarding the amplified traffic toward the target, especially if many reflectors
are involved. Some mechanisms of DNS and NTP have been exploited in the past to set new
records for enormous bandwidth consumption during an amplification attack.



76 CCNA 200-301 Official Cert Guide, Volume 2

Man-in-the-Middle Attacks
Many types of attacks are meant to disrupt or directly compromise targeted systems, often
with noticeable results. Sometimes an attacker might want to eavesdrop on data that passes
from one machine to another, avoiding detection. A man-in-the-middle attack does just
that, by allowing the attacker to quietly wedge itself into the communication path as an
intermediary between two target systems.

One type of man-in-the-middle attack exploits the ARP table that each host maintains to
communicate with other hosts on its local network segment. Normally, if one host needs to
send data to another, it looks for the destination host in its ARP table. If an entry is found,
the Ethernet frame can be sent directly to the destination MAC address; otherwise, the
sender must broadcast an ARP request containing the destination’s IP address and wait for
the destination to answer with an ARP reply and its own MAC address.

Figure 4-7 illustrates a successful man-in-the-middle attack.

Client @ @ Server
ﬁ y yo
=" ARP Request ARP Request E
Who has — — Whohas |—>»
198.51.100.10? . 198.51.100.107? -I
@ |

198.51.100.254 198.51.100.10

0000.2222.2222
0000.1111.1111 ARP Request
@ Who has
198.51.100.10?
ARP Reply
192.168.100.10 is ¢